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4l¾ vlrØob ob^afkd qefp colj jv _ild

This workshop was originally designed as an in-person event with live demos. The slides have been put online 

clo b^pv ^``bppÁ 4ljb `lkqbkq jfdeq klq _b `ljmibqb fc vlr ^ob ob^afkd qeb pifabpÁ :lrØob ^ipl jfppfkd lrq lk 

at least 1 meme. 

All that said, this is the Introduction to Malware Analysis workshop. You will find links to all of the 

^``ljm^kvfkd tlohpelm _fk^ofbp ^ka abjlp fk`iraba fk qeb tlohpelm pb`qflkpÁ %bmbkafkd lk tebk vlrØob 

reading this, you might even see the write-ups for each workshop sample. 



Overview

5efp tlohpelm fp ^k fkqolar`qflk ql j^it^ob ^k^ivpfp ^ka obsbopb bkdfkbbofkdÁ 8bØii _b `lsbofkd ^ ilq lc 

content today, and all materials will be published online at my blog and my GitHub. Roughly, our schedule 

looks like this:
Section

Introduction

Lab Configuration

Threat Intelligence

Static Analysis

Break!

Reverse Engineering 

Dynamic Analysis

Workshops



" cbt qefkdp _bclob tb dbq pq^oqbaÂ

*c vlr e^sb nrbpqflkp ^q ^kv qfjb¾ mib^pb cbbi cobb ql o^fpb vlro e^kaÁ " ilq lc qeb `lkqbkq tbØii `lsbo tfii _b 

`lkcrpfkd¾ ^ka *Øj e^mmv ql ^kptbo ^kv nrbpqflkp tebk qebv ^ofpbÁ

'bbi cobb ql tloh ^eb^a lc qeb dolrm fc vlrØob ^iob^av c^jfif^o tfqe qeb `lkqbkqÁ * pelria e^sb mrq qebpb pifabp 

lkifkb clo mboplk^i altkil^a ^ka rpb _bclob qeb tlohpelmÁ *c * e^sbkØq¾ pljblkb vbii ^q jb ql al plÁ 

This is an introduction to malware analysis, so we will primarily be focusing on static and dynamic analysis. We 

will touch on reverse engineering and debugging, but the hands-on content is designed to be completed 

without needing a debugger. Feel free to use advanced tools if you have the expertise. 



One Last Thing

ÅAll of the samples are custom-made for demonstration purposes only

Å5efp jb^kp qebv tlkØq _of`h vlro absf`b fc vlr ^``fabkq^iiv ork qebj

ÅHowever, they do use real malware techniques taken from real samples and threats 

Å5efp jb^kp %bcbkabo tfii qefkh qebvØii _of`h vlro absf`b fc vlr ork qebj

ÅAll analyses should be run in a sandbox VM if you have one available to you

ÅIf you do not, we will cover creating a Defender exclusion zone 

ÅPlease ensure that you remove this exclusion zone after this workshop!

ÅSome of the samples will make changes to your device if you execute them

ÅThese are not malicious changes, and the changes are easily reversible if you accidentally execute a binary

ÅThe last sample is special and will attempt to drop a reverse shell on your device if you execute it

ÅPlease take caution with the last sample



What is Malware?

ÅMalware is a term used to describe any form of 

malicious software

ÅOften, the goal of a malware sample is to steal 

credentials or data, gain unauthorized access to 

systems, extort money through ransoming data, or 

explicitly cause harm through destructive means 

ÅMost malware stems from opportunistic actors who 

attempt to steal credentials or other data to sell on 

dark net forums or other spaces

Å Infostealers and Credential Harvesters

PMF IAS (https://www.pmfias.com/akira-ransomware-malware/)



What is Malware Analysis?

ÅMalware Analysis is the process of analyzing a given 
sample to determine its capabilities, origin, TTPs 
(Tactics, Techniques, Procedures), and other 
pertinent information

Å5ebob ^ob qeobb j^fk Ùalj^fkpÚ lc .^it^ob 
Analysis

Å Static Analysis

ÅDynamic Analysis

ÅReverse Engineering

ÅFor most security roles, being familiar with Static 
and Dynamic Analysis is good enough

ÅProfessional Malware Analysts will want to dive into 
Reverse Engineering 

Static 
Analysis

Dynamic 
Analysis

Reverse 
Engineering

Å Binary is not 
executed

Å Metadata
Å File Headers
Å Hashes
Å Code 

Analysis
Å Imports and 

Exports
Å Strings
Å Indicators of 

Compromise 
(IOCs)

Å Binary is 
executed

Å Debugging 
Tools

Å API Calls
Å Networking 

Data
Å Process 

Monitoring
Å System 

Monitoring

Å Binary is 
Decompiled or 
Disassembled

Å Manual 
Processing

Å Assembly 
Analysis

Å https://malwar
eunicorn.org/w
orkshops/re10
1.html#0

https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0


What about Threat Intelligence?

ÅThreat Intelligence is actionable knowledge 
about threats

ÅThis includes TTPs, attacker motives, targets, 
and other data

ÅMalware Analysis uses Threat Intelligence to 
understand and identify existing threats, 
identify samples and malware families, and 
create actionable CTI (Cyber Threat 
Intelligence) for Threat Hunting

ÅAn analysis is not complete until actionable CTI 
has been generated

ÅThis may be YARA rules for sharing, write-ups of 
TTPs, or simply a list of IOCs to search for

K Logix Security (https://www.klogixsecurity.com/blog/2023 -threat-landscape-ransomware)

https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware


Lab 
Configuration



Lab Overview

ÅVirtual Machine 

Å Ideally, set up on a segmented device/host 

Å Local VMs are fine for most analysis

ÅWindows 10 or 11  Pro

Å Pro gives more control over the operating system than Home or Education

Å Flare 

Å Use the Flare VM installation script: https://github.com/mandiant/flare -vm 

ÅDisable  Defender or create exclusion zones

Å To use Flare, you must fully disable Defender: https://superuser.com/questions/1757339/how -to-permanently-disable-windows-
defender-real-time-protection-with-gpo/1757341#1757341 

Å For non-'i^ob 7.p¾ `lkpfabo `ob^qfkd bu`irpflk wlkbp pl %bcbkabo albpkØq abibqb vlro j^it^ob

Å  Set up advanced logging

Å Sysmon 

Å PowerShell script block and module logging

https://github.com/mandiant/flare-vm
https://github.com/mandiant/flare-vm
https://github.com/mandiant/flare-vm
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341


Lab Overview: Defender Exclusions



Lab Overview: Networking

ÅMost of the time, you will not need to isolate 

your VM

Å)ltbsbo¾ fqØp dlla mo^`qf`b ql hbbm qeb 7. 

isolated when networking is not needed

ÅThe easiest way to do this is to remove the 

virtual network adapter from the machine

ÅYou can also create a private virtual network 

and route all traffic through INetSim or similar 

tools



Lab Overview: Logging

ÅLogging is critical when analyzing malware

ÅThe more log sources available, the better

ÅTypes of logging commonly used

ÅPowerShell logging

ÅProcess logging

ÅNetwork logging

ÅAPI logging

ÅSome logging types are persistent, some 
require special software to run concurrently 
with the sample

 



Lab Overview: Script Block & Module Logging 



Lab Overview: Script Block & Module Logging 



Lab Overview: Sysmon

ÅSysmon or System Monitor is a tool that 
enriches and enhances Windows 
logging

ÅSysmon is a must-have when 
performing dynamic analysis

ÅSysmon supports numerous events, 
from process creation logging to 
network connection logging 

ÅSysmon also has an extensive 
configuration system for fine tuning 
logging operations

Å*qØp ^ipl ^s^fi^_ib clo -fkru 

 



Lab Overview: Sysmon

https://github.com/SwiftOnSecurity/sysmon -config/blob/master/sysmonconfig -export.xml 

https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml


Threat 
Intelligence



Threat Intelligence

ÅOften, the purpose of malware analysis is to generate shareable threat intelligence

Å This typically is in the form of Indicators of Compromise (IOCs) and adversary Tactics, 
Threats, and Procedures (TTPs)

ÅOther types of threat intelligence for malware analysis are threat detection rules like YARA, 
SIGMA, or write-ups and reports

Å Threat intelligence is also useful when performing analysis

ÅMany commonly seen samples and malware families are well studied, and published 
threat intelligence can speed up analysis

Å The main tools used for sharing public threat intelligence related to malware are:

Å VirusTotal

Å URLQuery

Å Public sandboxes (JoeSandbox, Tria.ge, etc) 



Threat Intelligence: VirusTotal

ÅVirusTotal is a public platform for file and threat analysis

ÅAll uploads to VirusTotal are public

Å In some instances, you may not want to make it known that you are analyzing or have identified a certain sample

ÅSome organizations may also have policies restricting the upload of samples found in enterprise environments

ÅVirusTotal uses multiple security vendors to scan files for malware and malicious behaviors

ÅThese scans include hash and file reputation, network analysis, behavioral analysis, and analysis of related 

files, contacted domains, and IPs

ÅVirusTotal also has a robust community that often adds notes to common samples

ÅThere is also a built-in threat mapping system 

ÅThis uses API calls and is limited for free-tier users



Threat Intelligence: VirusTotal Overview



Threat Intelligence: VirusTotal Comments



Threat Intelligence: VirusTotal Details



Threat Intelligence: VirusTotal Relations



Threat Intelligence: VirusTotal Behaviors



Threat Intelligence: URL Query

ÅURL Query is a threat detection and 
sharing platform similar to 
VirusTotal

ÅIt focuses on domain and IP 
analysis, specifically for websites 
and web apps

Å URL Query will grab a snapshot of 
a domain and pass it through 
several analysis steps to identify 
malicious behavior

ÅURL Query also passes domains 
through several well-known threat 
detection systems for data 
enrichment



Threat Intelligence: URL Query



Threat Intelligence: Sandboxes

ÅPublic sandboxes are tools that allow you to automate malware analysis on submitted samples

ÅThe downside of a public sandbox is that all samples remain publicly accessible

ÅAs with submitting to VirusTotal, this can violate organizational policies

ÅThere are many different sandboxes, but all of them function relatively the same

ÅSome good public sandboxes are:

Åhttps://tria.ge

Åhttps://hybrid -analysis.com/

Åhttps://www.joesandbox.com

Åhttps://any.run/  

https://tria.ge/
https://tria.ge/
https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://www.joesandbox.com/
https://www.joesandbox.com/
https://any.run/
https://any.run/


Threat Intelligence: Sandboxes



Threat Intelligence: Sandboxes



Threat Intelligence: Sandboxes



Threat Intelligence: Scanners

ÅOpen-source scanners can also be a good source of threat intelligence

ÅServices like Shodan or Censys can offer insight into contacted domains and IPs 

ÅThese services will periodically scan the internet for open services and publicize their findings

ÅScanners will fingerprint these open services and can help identify Command and Control (C2) servers

Å5ebvØii ^ipl dfsb vlr ^k fab^ lc te^qØp orkkfkd lk qeb bkamlfkq

Å*c qeb p`^kkbo fpkØq mf`hfkd rm qeb p^jb qvmb lc qo^ccf` vlr ^ob pbbfkd fk qeb p^jmib¾ qefp `^k _b ^ dlla pfdk qe^q qeb $ø 

is filtering connections



Threat Intelligence: Scanners



Threat Intelligence: Maltego 

ÅMaltego is a threat 
intelligence tool that 
can be used to create 
high-quality attack 
maps and other useful 
shareables

ÅMaltego is typically 
used more in 
professional threat 
intelligence, but it is a 
great tool for personal 
use as well



Threat Intelligence: MITRE Attack Flow

https://center -for-threat-informed-defense.github.io/attack-flow/ui/  

https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/


Writing YARA 
Rules



YARA: An Introduction 

ÅYet Another Recursive Acronym (YARA) is a 

tool for detecting malware via predefined 

rules

ÅThe rules follow a simple structure and can 

easily be configured for multiple unique 

conditions 

ÅYARA rules are a common way to share 

malware detection rules across organizations 

and tools

https://virustotal.github.io/yara/  

https://virustotal.github.io/yara/


Static Analysis



Static Analysis

ÅStatic analysis involves examining a file or binary without 
executing it. This allows analysts to safely inspect files 
without risk of executing malicious code. 

ÅOften, static analysis and threat intelligence are enough 
to determine the impact of a malicious file.

Å For example, looking up hashes on VirusTotal or a 
public sandbox will be enough to make a 
determination

ÅStatic Analysis Tools

ÅStrings

ÅPEStudio

ÅPEiD

ÅHex editors

ÅCode editors

Å Terminal/Shell commands



Static Analysis: File Analysis

ÅFile Analysis is the process of analyzing a file without executing it

ÅMost Static Analysis falls under this category

ÅMainstays of File Analysis are strings, headers, and import/export tables

ÅStrings.exe is a program that will print all continuous Unicode/ASCII pqofkdp mobpbkq fk ^ cfibØp o^t a^q^Á 5ebob ^ob 
multiple iterations of strings for various architectures, operating systems, and language preferences.

ÅHeaders , or magic numbers , are the first series of bytes in a file. These bytes determine the file type. Often, file 
extensions are misleading. A file can be renamed with any extension, regardless of what the data represents. By 
examining magic numbers, you can get a better sense of what type of file a sample is.

ÅBinary files use imports  when accessing operating system components. In most cases, these are segments of 
Windows API files and capabilities. For PE (Portable Executable) files, imports are in the IAT (Import Address Table)

ÅExports  are functions that originate from within the binary but are exported for use outside of the binary scope. In 
most situations that do not involve DLL or similar files, there will only be astart export that indicates to the 
operating system where the start of the code is.



Static Analysis: Strings

ÅThe bottom image is the raw file bytes presented as 

hex

ÅWhen run through a strings program, the continuous 

Unicode/ASCII strings are displayed

ÅThis hex dump resolves to the top message

ÅThere are multiple versions of strings and different 

programs that can visualize them

ÅSysinternalsØ 4qofkdp fp dob^q clo 8fkaltp

Åhttps://learn.microsoft.com/en -

us/sysinternals/downloads/strings 

Strings output of a PE File

Hex dump of a PE File

https://learn.microsoft.com/en-us/sysinternals/downloads/strings
https://learn.microsoft.com/en-us/sysinternals/downloads/strings
https://learn.microsoft.com/en-us/sysinternals/downloads/strings
https://learn.microsoft.com/en-us/sysinternals/downloads/strings


Static Analysis: Headers

ÅHeaders are one way to determine what a file is

ÅFile extensions can easily be faked or removed, so 

using headers is a more robust way of identifying a 

file type

ÅA file header must be present for the file to operate 

normally

ÅFor example, every Windows Portable Executable 

_fk^ov _bdfkp tfqe qeb _vqbp ×ú% û"Ø

Å If these bytes are not present, the PE file will fail to 

execute

Åhttps://en.wikipedia.org/wiki/List_of_file_signatures 
https://learn.microsoft.com/en -us/archive/msdn-
magazine/2002/february/inside-windows-win32-portable-executable-file-
format-in-detail 

https://en.wikipedia.org/wiki/List_of_file_signatures
https://en.wikipedia.org/wiki/List_of_file_signatures
https://learn.microsoft.com/en-us/archive/msdn-magazine/2002/february/inside-windows-win32-portable-executable-file-format-in-detail
https://learn.microsoft.com/en-us/archive/msdn-magazine/2002/february/inside-windows-win32-portable-executable-file-format-in-detail
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https://learn.microsoft.com/en-us/archive/msdn-magazine/2002/february/inside-windows-win32-portable-executable-file-format-in-detail
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Static Analysis: Imports/Exports

ÅIn a standard PE file, all imported DLLs will have 
an entry in the Import Directory Table (IDT)

ÅThe Import Lookup Table (ILT - bottom image) 
follows the IDT and describes all of the imports 
from a specific DLL

ÅMost analysis tools will have the capability to 
extract and list all of the imported DLLs and 
functions a binary relies on

ÅSimilarly, functions the binary exports are also 
defined

Å This is mostly used in DLLs, as most binaries only 
bumloq qeb Ùpq^oqÚ crk`qflk clo bub`rqflk



Static Analysis: Code Analysis

ÅIn some incidents, raw code files like JavaScript, 
Python, or PowerShell are used to carry out 
initial access

ÅTypically, these files are obfuscated, which is a 
process for obscuring the content of the code

Å As code files must be decrypted to execute, the 
plain text is often easy to get

Å Threat actors will obfuscate the plain text through 
a variety of means to make the code harder to 
understand

ÅObfuscation methods typically use text encoding 
like Base64, common ciphers, AES encryption, 
redundant logic and functions, and empty or 
misleading code to confuse analysts



Static Analysis: Deobfuscation 



Static Analysis: 
Deobfuscation 
JavaScript Deobfuscation:

Åhttps://deobfuscate.io/  

Åhttps://obf -io.deobfuscate.io/  

PowerShell Deobfuscation:

Åhttps://github.com/R3MRUM/PSDecode 

Python Deobfuscation:

Åhttps://github.com/Fadi002/De4py  

https://deobfuscate.io/
https://deobfuscate.io/
https://obf-io.deobfuscate.io/
https://obf-io.deobfuscate.io/
https://obf-io.deobfuscate.io/
https://obf-io.deobfuscate.io/
https://github.com/R3MRUM/PSDecode
https://github.com/R3MRUM/PSDecode
https://github.com/Fadi002/De4py
https://github.com/Fadi002/De4py


Static Analysis: Obfuscation Example



Static 
Analysis: 
CyberChef  
Å The absolute best CTF tool
Å CyberChef provides tools for 

decryption, decoding, and 
many other functions

Å Many obfuscated samples 
can be entirely reversed in 
CyberChef



Static 
Analysis: 
PEStudio
Å PEStudio pulls apart and 

parses Portable Executable 
(PE) files

Å It can take some time to 
process, and occasionally it 
will freeze

Å The imports and strings tabs 
contain a flagging function to 
alert on known indicators



Static Analysis: PEStudio



Static Analysis: Packed Executables & PEiD

ÅPE iDentifier (PEiD) identifies packed binaries

ÅA packed binary is any binary that has run through 
a packing process that compresses, encrypts, or 
otherwise obfuscates the binary

ÅThis is typically done by adding a loader that 
decompresses the original program code at run 
time

ÅWhen you attempt to reverse engineer a packed 
binary, the loader must be reversed first to reveal 
the original payload code

ÅSome common packers have well known loaders 
or functions that can be easily reversed 



Mini CTF 1



Mini CTF 1

Time: 10 minutes

Link: https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_1 

Scenario: 

ÅWe've found this strange binary on a device. It prints out "Running this won't give you the flag ". Can you 

figure out what they're talking about? 

https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_1


Mini CTF 2



Mini CTF 2

Time: 10 minutes

Link: https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_2 

Scenario: 

ÅThis looks like a binary file, but we can't seem to get it to run. It gives us a weird error about entry points in 

DLLs. Can you look at it and figure out what's wrong with it?

https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_2


Reverse 
Engineering



Reverse Engineering

ÅReverse engineering is the process of breaking down 
software into its base functions to determine how it works

ÅReverse engineering and malware analysis are heavily 
connected, but they are unique and different fields

ÅMalware analysis uses reverse engineering with a focus on 
discovering the capabilities and features of a malicious 
sample

ÅTools like IDA and GHIDRA can take compiled binaries and 
disassemble them into their base assembly instructions

ÅAnalysts can use the assembly view to better understand 
the logic and functionality of the binary

ÅHuntress has a really good blog post on reverse engineering 
as a field https://www.huntress.com/cybersecurity -
101/topic/what -does-a-reverse-engineer-do-cybersecurity 

https://www.huntress.com/cybersecurity-101/topic/what-does-a-reverse-engineer-do-cybersecurity
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Reverse 
Engineering: 
IDA
Å IDA is a disassembler that can take a binary file 

and ÙdecompileÚ it into human-readable assembly 
instructions

Å This is done by converting the machine code to 
human-readable code

Å GHIDRA is another common tool that serves a 
similar purpose

Å IDA has several views for the decompiled code

Å The IDA view creates a flowchart styled view of the 
code grouping segments of code together by 
function

Å The Hex view provides the raw hex content of the 
binary

Å The Pseudocode view takes the decompiled code 
and attempts to reconstruct it into a C-like syntax

Å IDA also supports custom plugins for automation 
and analysis enhancements 



Reverse 
Engineering: 
ILSPy
Å Certain binary formats can be disassembled 

Å Disassembly is the process of converting machine code 
into a higher-level language like C

Å Decompilation is the process of converting the machine 
code into a lower-level language like assembly

Å .Net IL code can easily be disassembled into a C# 
representation of the source code

Å This process does not replicate the original code

Å It does, however, provide a high-level view of the code itself

Å There are complex reasons why this is possible, but 
i^odbiv fqØp arb ql qeb fkqbojbaf^qb i^kdr^db qe^q $õ fp 
compiled into 

Å ILSpy and DnSpy are tools that can disassemble 
assemblies into source code approximations



Reverse 
Engineering: 
Debugging
Å Debugging is a dynamic process that requires 

execution of the binary

Å A debugger will show you the registry and memory 
values in real time while the debugged program is 
running

Å " ab_rddbo tfii ^ipl dfsb vlr qeb ^_fifqv ql ÙpqbmÚ 
into each assembly instruction

Å This allows you to control the execution of the 
binary down to the lowest level 

Å Debugging is the most complex malware analysis 
or reverse engineering step

Å However, debugging is also the process that can 
divulge the most information on what a binary is 
doing 



Workshop: IDA 
Primer



Workshop: IDA Primer 

Time: 20 minutes

Link: https://github.com/lpowell/Malware_Workshop_Public/tree/main/Workshop_1  

Scenario: 

ÅThis is a semi-guided demonstration of IDA using a simple Rust-based binary. The demonstration will follow 

along with the post at https://alertoverload.com/posts/2025/05/getting -started-with-malware-analysis-and-

reverse-engineering/#rust-binaries. 

https://github.com/lpowell/Malware_Workshop_Public/tree/main/Workshop_1
https://alertoverload.com/posts/2025/05/getting-started-with-malware-analysis-and-reverse-engineering/#rust-binaries
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Workshop: IDA Primer 
'lo qefp tlohpelm¾ tbØii _b illhfkd ^q qeb 
binary included in the Workshop 1 
directory. This binary was compiled with 
the pictured source code. 

The binary reaches out to ifconfig.me and 
displays the current public IP address of 
the device it executes on. 

*k qeb tlohpelm¾ tbØii bumilob elt ql 
identify functions and code segments 
from the compiled binary using IDA.

Note: This works just as well in GHIDRA. 
However, all the screenshots will be 
using IDA. Some adjustments will be 
required for the different menus. 



Workshop: IDA Primer 

Loading this binary in 
IDA reveals very little at 
first. The main entry 
mlfkq albpkØq `lkq^fk ^ 
significant amount of 
information. 

By following 
the call instructions, we 
can follow the chain of 
functions the program is 
accessing. This can be a 
good start for getting a 
general understanding of 
what a binary is doing.



Workshop: IDA Primer 

We can also look at the imports window. This view will show the imported 

functions from the WinAPI that are used by the binary. In the case of this binary, 

several imports stick out.

They are:

ÅWS2_32 networking imports

Åkernel32 console write and allocation imports

ÅCRYPT32 certificate imports

These imports indicate that this code uses a network connection to do 

something, potentially printing the results to the console. As we know, the binary 

is using a network connection to get and display data, so this checks out.



Workshop: IDA Primer 

Double-clicking an import will take you 

to the definition in idata. Right-clicking 

the idata entry will allow you to list all 

cross-references (xrefs) to the import.

Examining xrefs is a great way to 

quickly identify important functions 

and segments of code.



Workshop: IDA Primer 

Additionally, you can open other 

subviews, like strings, by clicking the 

View menu dropdown and navigating 

to Subviews.



Workshop: IDA Primer 

You can often determine what 

language a binary was written in 

based on the remnant strings. In 

this instance, there are numerous 

mentions of cargo and Rust 

functions. Double-clicking a string 

value will take you to the position in 

the code from which the string is 

being read.



Workshop: IDA Primer 

Here, we can see the static string 

we used for the URL.

Listing xrefs for this value reveals 

the location of the static definition 

in IDA view.



Workshop: IDA Primer 

Similarly, if we follow the xrefs for the WriteConsoleW 

API call, we can find the function that is printing our 

message to the screen.



Workshop: IDA Primer 

We can also list xrefs while in IDA view. 

Select the function 

name sub_XXXXXXXXand select xrefs. 

This will show all addresses where the 

function is being called.



Workshop: IDA Primer 

Pressing tab in any IDA view pane will open the 

psuedocode viewer for that function. This decompiles 

the assembly into a pseudocode C-style view. This can 

be useful for translating obscure assembly 

instructions into something more readable. However, 

*%" fpkØq prmbo dob^q ^q qefp¾ ^ka ()*%3" fp mol_^_iv ^ 

better tool for decompilation like this.
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Mini CTF 3

Time: 20 minutes

Link: https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_3 

Scenario: 

ÅWe found this code during a recent incident. It looks like there was some kind of secret involved. We've 

recovered the encrypted string, but we couldn't get the plaintext. Can you reverse engineer this code and 

recover the plaintext?

https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_3


Dynamic 
Analysis



Dynamic Analysis

ÅDynamic analysis covers all analysis types that 

require execution of the sample

ÅDynamic Analysis can result in 

faster identification of IOCs and 

TTPs than manual static analysis

ÅThere are more risks to dynamic 

analysis compared to static 

analysis

ÅDynamic analysis requires live 

execution of the sample

Å It must be performed on a 

monitored device

https://www.vmray.com/glossary/dynamic -analysis/ 

https://www.vmray.com/glossary/dynamic-analysis/
https://www.vmray.com/glossary/dynamic-analysis/
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Dynamic Analysis: 
Staying Secure
ÅDynamic analysis can be dangerous if you are not using a 

properly secured sandbox environment

ÅEnsure that you are using a VM before detonating any samples

ÅYou will also want to ensure that proper isolation has been 
configured

ÅDo not be the person who ransoms their own network because 
they double-clicked the Eternal Blue binary when transferring it to 
their sandbox

ÅUsing FlareVM or another dedicated malware analysis VM 
platform will typically be the best option for building new 
sandboxes



Dynamic Analysis: WireShark

ÅWireShark is a tool for capturing and analyzing network 
packets and protocols in real time or from saved 
captures 

Å It supports many different filter types and can be used 
in the command line with Tshark, the CLI counterpart

ÅMalware analysts use WireShark to identify and 
monitor network traffic during sample execution

Å This provides useful information on what 
communications are happening, often including data 
that can be further analyzed

Å It also lets researchers easily identify potential C2 
servers without wasting a lot of time using manual 
static analysis methods

ÅChris Greer does a better job of explaining WireShark 
than just about anyone else on the internet 
https://youtu.be/OU -
A2EmVrKQ?si=MRh44dffuuODPlHp 

https://youtu.be/OU-A2EmVrKQ?si=MRh44dffuuODPlHp
https://youtu.be/OU-A2EmVrKQ?si=MRh44dffuuODPlHp
https://youtu.be/OU-A2EmVrKQ?si=MRh44dffuuODPlHp
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Dynamic Analysis: ProcMon

ÅProcmon, or Process Monitor, is 
another Mark Russinovich creation

ÅProcmon provides a live feed of all 
processes and operations occurring 
on your system 

ÅRunning procmon during sample 
detonation allows for in-depth 
process logging 

ÅProcmon is very noisy by default, 
and does require fine-tuning with 
the extensive filtering system for 
optimal results



Dynamic Analysis: ProcMon



Dynamic Analysis: ProcMon



Dynamic Analysis: API Mon

ÅAPI Monitor is a tool developed by 
Rohitab Batra

Å*qØp qeb _bpq ifsb jlkfqlofkd qlli 
tbØii afp`rpp fk qefp tlohpelm¾ _rq fq 
also has one of the highest learning 
curves

ÅAPI Monitor hooks into a selected 
process and monitors every API call 
made by the process to the 
Windows host 

ÅThis allows analysts to see every 
action the process takes in full 
depth



Dynamic Analysis: API Mon



Dynamic Analysis: API Mon


