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>whoami

• SOC Monkey

• Malware Enthusiast

• Professional Brainrotter

“Professionally”, Information Security Analyst

M.S. Cyber Operations, PMRP, BTL1, PSAA
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RMM Abuse
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Remote Monitoring and Management (RMM) tool abuse has become increasingly prevalent as threat actors 
continue to trade traditional payloads for legitimate RMM tools. 

This is done for several reasons:

• RMM tools are often deployed and utilized within an 
environment.

• These are legitimate tools. They are signed by real 
companies and tend not to trigger alerts upon execution.

• Many RMM tools come with silent or unattended 
installers.

• Most RMM tools allow for full device control or remote 
command execution.



RMM Abuse in Numbers
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• RMM abuse is up 277%
 
• This number includes significant advances in ransomware 

operator usage, data theft, and espionage campaigns.

• There are 288 unique RMM samples submitted to the 
MalwareBazaar in 2026 alone. 

Huntress 2026 Cyber Threat Report

Verizon 2026 DBIR



RMM Abuse in Numbers
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For ScreenConnect samples, the most common 
distribution method was through the EXE and MSI 
installers.

The most commonly submitted sample to 
MalwareBazaar was ScreenConnect, with 126 
samples. This is closely followed by DattoRMM with 99 
samples.



RMMs Defined 



What is an RMM?
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• Remote Monitoring and 
Management tools (RMM) are tools 
designed to allow organizations to 
remotely access, manage, and 
control devices and assets within 
the enterprise.

• These tools, like ScreenConnect, 
BeyondTrust, and AnyDesk, are 
legitimate tools deployed across 
environments of all sizes. 

• Typically, these tools install agents 
on endpoints, connecting them to 
a centralized dashboard.



RMM vs RAT
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• RMM tools have authorization to execute within an environment. RATs do not. Simple as that. 

• A typical RMM tool is deployed through an approved method. This may be a GPO, Intune, or other 
deployment method.

• RMM tools are also from legitimate vendors, sold with the intent to be used by authorized users. 

• An RMM tool becomes a RAT when used maliciously by a threat actor. 

“The primary difference between a ’trojan’ and a ’tool’ is 
whether or not your organization still has control over the 
software” – Red Canary



When an RMM actually is a RAT
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• Sometimes, RMM tools are RATs. 

• TrustConnect, originally thought to be an abused RMM, 
was recently found to be a RAT in disguise.

• ProofPoint found that the threat actor utilized an LLM to 
create a legitimate looking domain designed to convince 
certificate providers that the software was legitimate. 

• The domain provided instructions for cyber criminals to 
pay cryptocurrency for access to the tool. 

• The dashboard allowed actors to create fake branded 
installers, lures, and to remotely access and control 
victim devices.

ProofPoint, (Don't) TrustConnect: It's a RAT in an RMM hat 



RMM Abuse



How can I tell if an RMM is being abused?
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• Great question!

• Many organizations use legitimate RMM tools. These may include RMM tools that are commonly abused by threat actors. 

• Detecting malicious RMM usage can often be challenging. There are several detection opportunities for identifying RMM 
abuse in an environment.

• Deployment is the best opportunity to detect RMM abuse.
• A legitimate RMM will likely not be deployed via ClickFix-like commands. 
• It’s also not likely to be installed through a user’s download directory, or from a browser download. 

• The easiest detection method of course, is identifying shadow RMM or unauthorized RMM use. 
• Having support staff create tickets when they utilize RMM tools is useful for determining legitimate activity.
• Identifying RMM tools used within the organization is also helpful. Some organizations utilize multiple tools across 

different use cases. 



Malicious RMM Deployment 
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• Often, but not always, threat actor 
deployment of RMM tools starts with 
phishing.

• In an incident earlier this year, a 
campaign involving a fake SSA domain 
asked users to download their social 
security statements. 

• This statement was a ScreenConnect 
installer named after the lure, 
“Social_Security_Statement.msi”.



Malicious RMM Deployment 
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• Another common deployment method is through 
ClickFix. 

• This ClickFix loader comes from a NetSupport 
RAT RMM deployment in late 2025. 

• Often, these campaigns start with SEO poisoning



So, Who’s Actually Abusing RMMs? 
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• Ransomware actors, nation state actors, cybercriminals, hobbyists from China trying to bypass the Great 
Firewall (yes, this is a thing). 

• Specifically, Medusa, DragonForce, Qilin, LockBit, and many others, have been observed abusing RMM tools 
to stage ransomware operations. 

• In the 2026 Cyber Threat Report, Huntress 
made a very nice TTR graph that shows 
some of the more commonly abused RMM 
tools during ransomware operations. 

• Other researchers and vendors have found 
similar results. Ransomware actors are 
adopting and utilizing RMM tools at a rapid 
pace. 



So, Who’s Actually Abusing RMMs? 
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• Ransomware actors aren’t the only ones using RMM tools. Nation state actors, particularly MuddyWater, 
also love them.

•  Throughout 2024, 2025, and into 2026, MuddyWater has heavily relied on RMM tools for initial access. If you 
can name an RMM tool, they’ve used it. Sandworm also uses RMMs (Specifically Atera Agent) in campaigns 
targeting military interests. 

• North Korean actors love their RMMs too. Emerald Sleet (Velvet Chollima/Kimsuky) used ClickFix lures to 
deploy (unnamed) remote desktop tools on victim devices. Jasper Sleet also uses RMM tools installed on 
facilitator enterprise devices to conduct remote work scams.

• Russian-aligned groups, like Seashell Blizzard use Atera and SplashTop RMM for command-and-control 
activities and persistence. 

• Other APT groups utilize RMM tools as well, as they can be used in stead of traditional C2 deployment.



So, Who’s Actually Abusing RMMs? 
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• Opportunistic actors and cybercriminals also deploy RMM tools. 

• These campaigns are often less developed, with recent AI advancements leading to an increase in AI 
developed campaigns and lures. 

• The vast majority of cybercriminal and opportunistic actor campaigns rely on social engineering through 
traditional phishing tactics. 

• Often, these incorporate elements like meeting invites, free items, or abuse well known brands like 
Microsoft, Zoom, or Oral-B (more on this in the next section!)

• Many RMM tools rely on rapidly deployed or automated infrastructure that cycles with each campaign. This 
can make it hard to track or block the domains and payloads. 



Case Studies



Case Study: Oral-B
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• This campaign was first observed in October 2025. 

• The lure was masquerading as a United Healthcare 
survey that claimed to give victims a free Oral-B Dental 
Kit for filling out a survey. 

• The survey included a credit card harvester, claiming 
that the only thing the victim needed to cover was 
“shipping”.

• When completed, the harvester asked victims to 
download a “receipt”.

• The “receipt” was a PDQConnect Agent MSI.



Case Study: Oral-B
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Case Study: Oral-B
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• PDQConnect Agent is written in C#. 
Pulling out the configuration can be 
done in IlSpy or dNSpy. 

• Most RMM tools utilize some form of 
configuration that can be pulled out 
and analyzed or correlated with other 
samples for threat tracking.

• This can be GUIDs, relays, domains, or 
other IOCs. 



Case Study: Oral-B
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• Many RMM tools create events that can be 
monitored for installations, connections, and 
other activity 



Case Study: Oral-B

alertoverload.com | bajiri.bsky.social

• In this incident, the user received the initial lure at their personal email (Reagan mail, yes that’s a thing…)

• Enterprise email is often protected by security tools. Personal emails are often left to vague “policies” that 
are often not fully enforced. 

• This lure, despite being very bad, still caught one user 
who executed the MSI.

• Because PDQConnect is a legitimate tool, the EDR 
product allowed the installation. 

• The installation was caught several hours after the 
events occurred. Thankfully, in this incident, the installer 
failed to check in and register with the server.



Case Study: SSA AI Phishing
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• Another instance of personal email 
compromise leaking into the enterprise

• The lure was a standard SSA statement 
download. This type of lure is incredibly 
common during January, when 
legitimate statements do go out. 

• This entire domain was vibe coded, as 
evidenced by the very helpful 
comments littered throughout the 
code. 



Case Study: SSA AI Phishing
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• Of course, the statement was a ScreenConnect 
installer that attempted to run silently on the 
victim device.

• This incident was immediately blocked. Hurray for 
improved detections!

• We observed multiple variants of this; all deployed 
with similarly vibe-coded domains in our 
environment during January. 

• Several vendors also reported seeing upticks in 
this type of phishing, all with ScreenConnect 
clients (and some others as well). 



Case Study: SSA AI Phishing
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• The PHP config file for this particular incident was 
publicly accessible, as well as some other sensitive 
items, like bot tokens. I promise I did not send 
memes to their telegram chat. 



Case Study: SSA AI Phishing
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Enjoy a selection of my favorite comments from their source code.



Case Study: SSA AI Phishing
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• AI allows attackers to rapidly generate convincing 
(enough) lures. 

• AV and EDR often miss these installers (though they 
are getting better).

• Identifying known RMM tools in use in an 
organization allows you to create rules to detect 
and identify potential abuse.

• ScreenConnect is my mortal enemy. 



Detection, Prevention, and 
Remediation



Detection Methodology
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• Detecting RMM abuse is difficult.

• Depending on the organization, varying RMM tools may be legitimately deployed. This causes detection to 
be more complex than a simple block list. For example, detecting malicious ScreenConnect instances when 
ScreenConnect is legitimately deployed in the environment is incredibly difficult.

• A solution is to detect deployment rather than execution. A legitimate deployment of PDQ is not going to 
start with a copy/pasted command. AnyDesk isn’t going to come delivered from a random domain name 
after a Teams installer.

• Of course, many tools can be simply blocked. If an organization doesn’t use RustDesk, they can simply 
block it.



Detection Methodology
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LOLRMM has prebuilt lists of RMM tools, including domains. They also have a series of detection queries for 
different security platforms, like Defender and Splunk. These queries can be a great starting point for 
developing in-house detection processes.

https://lolrmm.io/


Remediating RMM abuse
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• Remediation for confirmed compromises can go multiple ways.

• Most RMM tools leave artifacts. They aren’t originally designed for malicious use, so they often log to 
event viewer or have plaintext config files.

• For example, ScreenConnect stores the 
config data in the system.config file 
bundled with the installer. The instance 
domain and other connection 
information can be found in this file.

• Often, the easiest solution is to 
quarantine, analyze, re-image. 



Preventing Abuse… Or Trying to
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• Prevention starts with robust detection methodology.

• Largely, this is phishing and ClickFix defenses, user training, and accepting that not all incidents can be 
prevented.

• Compromise will happen. The best play is to prepare for it, have playbooks ready to go, and to establish 
policy and procedure, preparing for the inevitable.

• Ensuring that systems and accounts follow least privilege and other standards is often the best that 
defenders can do.



Final Notes
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• Returning to that 277% year-over-year number, it is likely 
that 2026 will see even higher levels of RMM abuse.

• Threat actors can offload command and control 
development to legitimate vendor infrastructure, using 
vendor tools to bypass security policies.

• Discussing RMM abuse and finding solutions to the ever-
evolving problem of legitimate tool abuse will be critical 
as campaigns and abuse continue to evolve.



https://alertoverload.com
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